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LIST OF ABBREVIATIONS

* DevOps: Development and Operations

* CI: Continuous Integration

* CD: Continuous Deployment

» API: Application Programming Interface
* DNS: Domain Name System (Domain Name Server)
+ ID: Identifier

* OAuth: Open Authorization

* CORS: Cross-Origin Resource Sharing

* NPM: Node Package Manager

» PIP: Package Installer for Python

» URL: Uniform Resource Locator

» CSS: Cascading Style Sheets

* ENV: Environment

» JS: JavaScript (Programming Language)
+ JSX: JavaScript XML

» JSON: JavaScript Object Notation

* YAML: YAML Ain't Markup Language
* CNAME: Canonical Name

* TTL: Time to Live

« WWW: World Wide Web

* UUID: Universally Unique Identifier

» SDK: Software Development Kit

* GSI: Google Sign-In

+ DB: Database

* NS: Name Server

« HTTP: Hypertext Transfer Protocol

* HTTPS: Hypertext Transfer Protocol Secure
+ HTML: Hypertext Markup Language

» Al Artificial intelligence



* PaaS: Platform as a Service

*  On-prem: On-premises (Local infrastructure)

* laaS: Infrastructure as a Service

» SaaS: Software as a Service

* GTC: General Terms and Conditions

* GDPR: General Data Protection Regulation

* ChatGPT: Chat Generative Pre-trained Transformer
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INTRODUCTION

Social AI - Part 1 — Planning: https://miau.my-x.hu/miau/305/Social Al Partl.pdf

The aim of my thesis is to demonstrate how to develop software containing artificial
intelligence (ChatGPT) based features for managing social media platforms ( e.g. ,
Facebook), partially automation content creation , and deploying it using cloud technology

(Azure).

I will develop a web application, as it can be accessible across various operating systems (

e.g. , Windows, i0OS, Android).

Throughout the development , I will utilize and integrate several Microsoft ( eg ., Azure
Functions, Azure DevOps), Google ( eg ., Identity Platform), Meta ( eg ., Meta for

Developers) products and services , detailed in Table 1 and elaborated in section 1.1.

In development process , I will employ numerous programming ( eg ., Python, JavaScript),
descriptive ( eg ., HTML, CSS), and query ( eg ., SQL) languages , summarized in Table 1.
Subsequent chapters will extensively cover software design ( see Chapter 1), software
development ( see Chapter 2), and deploying the software in the Microsoft Azure public
cloud infrastructure ( see Chapter 3). Emphasis on security will be maintained throughout
both software development and deployment due to me specialization in IT security ( refer to

Chapter 4).

Furthermore , I aim to keep the operational costs of the application low ( approximately 0
HUF/ month ). During deployment , I will apply DevOps methodology , including various
practices such as CI, CD, and necessary tools like Azure DevOps, GitHub.

At the conclusion of the documentation , I will discuss the testing results ( refer to Chapter

5) and outline potential avenues for further development ( see the " Conclusion " chapter ).


https://miau.my-x.hu/miau/305/Social_AI_Part1.pdf

1. THE DESIGN OF THE SOFTWARE

1.1. Creating a local development environment

The process of setting up the local development environment is to be interpreted in the case

of the Windows 10 operating system.

The following MSI installer must be installed on the operating system, this installer contains
the Azure Functions Core Tools in order to be able to start the Azure Function in the local
development environment:

https://go.microsoft.com/fwlink/?linkid=2174087

The version of Python 3.10, which can be downloaded from the following page, must be
installed on the operating system, which is also a dependency for starting the Azure
Function:

https://www.python.org/downloads/release/python-3100/

The version of Node.js v20.2.0 that can be downloaded from the following page must be
installed in order to be able to start the React Frontend application on the local development
environment:

https://nodejs.org/en

You need to clone or download the React Frontend application source code from the private
Azure DevOps repo below:
https://dev.azure.com/antarax/_git/OpenAl%20React

To start the React Frontend application, you need to run the following 3 commands:
1. npm install
2. npm run build
3. npm run start

You need to clone or download the Python Azure Function source code from the private
Github repo below:
https://github.com/Anttarax/AzureFunction

To start the Python Azure Function, you need to run the following 2 commands:
1. pip install -r requirements.txt
2. func start

Source :
https://learn.microsoft.com/en-us/azure/azure-functions/functions-run-

local?tabs=maco0s%?2Cisolated-process%2Cnode-v4%2Cpython-v2%2Chttp-

trigger%2Ccontainer-apps&pivots= programming-language-python

https://create-react-app.dev/docs/getting-started/
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1.2. Google Cloud setup

In order to implement Google authentication and to allow users to log in to the application
with their Google account, an OAuth consent screen had to be created on the Google Cloud
Platform, and then an OAuth 2.0 Client ID had to be created. Google Cloud generated the
Client ID and the associated Client secret during creation. During implementation, I placed

them in the source code of the Frontend React application.

The page where Google authentication was implemented:

https://socialai.progeurope.hu/login

In the settings of the OAuth consent screen, the Publishing status had to be set to the
production status, as this allows anyone (not only developers and testers) to be able to log
in. Since I only ask users for the most common, basic information (public name, public
email) when logging in, there was no need to perform a verification process for the

application, as Google does not require this in such cases.

im] < 0 console.cloud.google.com/apis/credentials/consent?project=openai-384819 4 O M + O
= Google Cloud 2 Openal ¥ Search (/) for resources, docs, products, and more Q_ search HE o e @
API APIs & Services OAuth consent screen Learn >
@ Enabled APIs & servi .
¥ FepedATIs feees Social Al eorraee Google OAuth consent screen
il Lbrary What is the OAuth consent screen? v
o Credentials Verification Status
What are OAuth consent scopes? v
Verification not required
o Page usage agreements Your consent screen is being shown, but your app has not been reviewed so What are sensitive API scopes? v
your users may not see all of your information, and you will not be able to
request certain OAuth scopes. Learn more (2
What are restricted API scopes? v
Publishing status @
The app registration process
In production Whatinformation do | need? v
BACK TO TESTING
Will my app need to be verified by Google? v
User type
What if | don't verify my app? v
External @
How long does the verification process take? v
MAKE INTERNAI
How many users can use my app? v
OAuth usercap @
Domain verification v
What else should | review? v
A SHOWLESS
a OAuth rate limits

1. Figure: Google Cloud OAuth consent screen settings

Source: hitps://console.cloud.google.com/apis/credentials/consent?project=openai-384819
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After that, I was able to start creating the Credentials for the previously created OAuth
consent screen. When creating it, you had to select the type of application, which in this case

is Web application type.

Since it was implemented on the Frontend side, the URLs of the different environments had

to be added to the following authorization list:
Authorized JavaScript origins:

e URIs 1: https://socialai.progeurope.hu (Live environment)

e URISs 2: http://localhost (Local development environment)

e URISs 2: http://localhost:3000 (Local development environment)

& console.cloud.google.com/apis/credentials/oauthclient/50655227462-upS5uiminhpan4Qcy

Google Cloud $* Social Al ¥ Search (/) for resources, docs, products, and more Q search B a @ : @
API APIs & Services & Client ID for Web application W DELETE

Enabled APIs & one . "
nabled APIs & services Additional information

Name *
i Library Social Al

Client ID 50655227462-up5Suiminhpan49cv2vfj615puriu372j.apps.googleusercontent.com

This name is only used to identify the client in the
un to end users Creation date April 25,2023 at 11:13:12 PM GMT+2

o+ Credentials
not be
OAuth consent screen

The domains of the URIs you add below will be automatically added to

S5 Page usage agreements your OAuth consent screen as authorized domains (2. Client secrets

If you are in the process of changing client secrets, you can manually rotate them without downtime. Learn more (3

Authorized JavaScript origins @ Client secret I o

For use with requests from a browse Creation date April 25,2023 at 11:13:12 PM GMT+2

URis1* Status @ Enabled

‘ https://socialai.progeurope.hu ‘

URIs2* -+ ADD SECRET
‘ http://localhost ‘

URIs3*
‘ http:/localhost:3000 ‘

+ ADD URI

Authorized redirect URIs @

For use with requests from a web server

+ ADD URI

Note: It may take 5 minutes to a few hours for settings to take effect

SAVE CANCEL

2. Figure: Google Cloud OAuth 2.0 Client ID settings

Source: https://console.cloud.coogle.com/apis/credentials/oauthclient/50655227462-

upSuiminhpan49cv2vfi615puriu372j.apps.coogleusercontent.com?hl=hu&project=openai-384819
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1.3. Meta for Developers

In order to implement the feature that allows the application to create and publish content on
behalf of the user to Facebook , I implemented the previously mentioned Facebook SDK in
the Frontend React application. In order for this implementation to work properly, as with
Google authentication, a Client (App) ID and the corresponding Secret are also required
here, which I also placed in the source code. During creation, I chose the Business type App

and made the Facebook Login settings detailed below.

e Privacy Policy URL: https://socialai.progeurope.hu/privacy

e Terms of Service URL: https://socialai.progeurope.hu/aszf

e Website Site URL: https://socialai.progeurope.hu/

e Contact email and Data Protection Officer contact information: I have filled in my

own personal information.

[ M~ < [ )] @ developers.facebook.com/apps/756784879514620/settings/bas

N MetaforDevelopers = App Dashboard

Docs Tools Support

Social Al v App ID: 756784879514620 App Mode: Development .~ (@ Live App type: Business

Gﬁ Dashboard

App ID App secret
Required actions
a App settings ~ Display name Namespace
Basic Social Al
Advanced .
App domains Contact email @
App roles v vancsura.pisti@gmail.com
Q Alerts 7 v Privacy Policy URL Terms of Service URL
https://socialai.progeurope.hu/privacy https://socialai.progeurope.hu/aszf
@ App Review v
App icon (1024 x 1024) Category @
Products Add Product .
Business and pages
Facebook Login v
Instagram Graph API v
Activity log

3. Figure: Meta for Developers APP settings

Source:
https://developers.facebook.com/apps/756784879514620/settings/basic/?business _id=7584532293
36454

@ Help

Show
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Allowed Domains for the JavaScript SDK:

e https://socialai.progeurope.hu/ (Live environment)

Unlike the Google authentication settings, the local development environment does not need
to be added to the whitelist, as it is mandatory to enter HTTPS (encrypted) URLs, however,
if the App Mode is set to Development, it works, but in this case the live environment is not

good. There are 2 potential solutions for this in the future:

1. We take the local development environment URL as https and issue a certificate
locally, and then implement it in the local development environment.

2. We create a separate Meta for Developers APP for the developer environment, which
remains in Development mode, while the original one serves the production

environment in Live mode.

[ M~ < 0 @ developers.facebook.com/apps/756784879514620/fb-login/settinc

Q0 MetaforDevelopers = App Dashboard — _— S
.

Apo
Social Al v App ID: 756784879514620 App Mode: Development . Live App type: Business @ Help

Your app has standard access to public_profile. To use Facebook Login, switch public_profile to advanced access. Get

@ Dashboard
Advanced Access

Required actions
Client OAuth settings

{@} App settings v
Client OAuth login
App roles v oe | OAu ) ) lication ar
I p t i with the opt low. Disabl
L\ Aerts 7 v = Web OAuth login Enforce HTTPS
es
E i Client O E
@ App Review v
Force Web OAuth reauthentication " Embedded Browser OAuth Login
es
Products Add Product W pt o their Enat t
Facebook Login ~
Use Strict Mode for redirect URIs
Settings | that exa t
Quickstart Valid OAuth Redirect URIs
| T t t f
t F F
Instagram Graph API v
t
Activity log Copy to clipboard
1= Activity log

Login from Devices

> Login with the JavaScript SDK
[ jin a r t

Yes

Allowed Domains for the JavaScript SDK
r n f ty of aScri DK I

https://socialai.progeurope.huf

4. Figure: Meta for Developers APP settings

Source: https://developers.facebook.com/apps/756784879514620/fb-
login/settings/?business _id=758453229336454
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1.4. ChatGPT and Pexels.com implementation

I implemented OpenAl and Pexels.com API in the app. pexels.com is a platform for images
that are legally free to use. The platform provides an open database, a search engine for
searching and querying images, and OpenAl provides a language model called ChatGPT,

which enables the generation of texts.

All of these implementations allow users to generate posts in the application, and then
publish them directly from the application to their own page thanks to the Facebook

integration described in the previous chapter.

The OpenAl and Pexels.com APIs have been implemented in the following two APIs of the

application:

1. PostGen
Below I explain in detail the logic behind how it works:
If the HTTP request method is GET, then:

1. Based on the received data (data from Facebook integration supplemented with the
user's inputs, which can be viewed in more detail in the "API documentation of the
application"), the OpenAl API generates a social media post text and the keywords
associated with the text for searching Pexels.com images.

2. It then randomly selects an image via the Pexels.com API based on the generated
keywords. (which keywords specifically belong to the text generated in the previous
step, only randomly selected after the targeted search, from the results).

3. It returns the URL of the selected image and the generated text to the Frontend
application in JSON format

4. Based on the e-mail address, it queries the user from the database and increases the
balance. (on which an invoicing system can be built later, which is included in the

further development options)

If the HTTP request method is POST, then the received data, which contains the text of the
final social media post and the URL of the image corresponding to the text (full data in the
chapter "API documentation of the application") publishes the post on the Facebook page.

2. ImgGen



It was necessary to create a separate ImgGen API, as there may be cases where the text
generated by PostGen is accepted by the user, but the image is not. The user can also edit
the generated text, which is why a "Regenerate Image" function has been created, along with

the ImgGen API endpoint.
Below I explain in detail the logic behind how it works:

1. Based on the received data (which includes the text of the final social media post,
(full data in the "API documentation of the application") section, the OpenAl API
generates the received keywords for the text to search for Pexels.com images.

2. It then randomly selects an image via the Pexels.com API based on the generated
keywords. (which keywords specifically belong to the text generated in the previous
step, only randomly selected after the targeted search, from the results).

3. Itreturns the URL of the selected image to the Frontend application in JSON format.

The "Generate post" and "Regenerate image" functions can be repeated indefinitely
according to the user's decision, and at the end of the process, the "Finalize post and send"
function is used, which means calling the POST method of the PostGen API endpoint

detailed above.

I created the OpenAl API key on the following page and then placed it in the source code of

the Backend system: https:/platform.openai.com/account/api-keys . I did the

implementation based on the documentation on the following page:

https://platform.openai.com/docs/api-reference

I created the Pexels.com API key on the page below and then placed it in the source code of

the Backend system: https://www.pexels.com/api/new/ . I did the implementation based on

the documentation on the following page: https://www.pexels.com/api/documentation/
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1.5. Support role of ChatGPT

The following examples show the versatility of ChatGPT. Using the capabilities of machine
intelligence can help developers in a variety of ways (as described in the subsections below).
I also attach appendices to the thesis about the sub-chapters, which contain logs of real,

completed communications.

1.5.1. Swagger documentation generation

ChatGPT can analyze program code. By interpreting the codes of the REST APIs, you
recognized what the endpoints are, what parameters they expect and what responses they
return. It was then able to generate Swagger documentation in YAML format from the
recognized information, which syntactically met the Swagger documentation requirements.

Related Annex No. 8.

1.5.2. Fix algorithm syntax errors

ChatGPT is capable of identifying algorithm errors. When the code produced incorrect
results, ChatGPT explained in detail where the error might be, such as pointing out missing
parentheses or incorrect variable names in the code. He then made suggestions for correcting

the errors, such as showing the correct syntax. Related Appendix No. 9.

1.5.3. Consulting on programming libraries.

When the project needed a spreadsheet library, ChatGPT helped me make the right choice.
ChatGPT has listed possible spreadsheet libraries and explained their advantages. Related
Appendix No. 10.

1.5.4. A translation with an explanation

In the case of professional documentation in a foreign language (e.g. English), ChatGPT was
able not only to translate the foreign language text into Hungarian, but also to provide
assistance in its interpretation and summary, thus shortening the development time. Related

Appendix No. 11.

11



1.6. Fontend files and components

12

.env : This file is used to store environment variables for local development that we
cannot write directly in our frontend code, such as API keys.

.gitignore : This file contains a list of files and folders that we want (or should)
exclude from version control, for example the node modules folder, in which the
source files of the frontend dependencies are installed locally.

index.html: This file is stored in the public folder and its main task is for the react
application to render the content to be displayed to the user in the <div
id="root"></div> html tag in this file. In addition, its important task is to use the
<script> members used in the code to connect to the Facebook and Google APIs so
that we can use them in the frontend program.

index.js: This component is the starting component of the React application, its main
task is to load the other components. The html rendered by the components (which
we display to the user on the website) will be displayed inside the <div
id="root"></div> html tag in the index.html file.

App.jsx: This component is responsible for defining the Routes created in the React
app, as well as for associating the "page" components with the given routes.
index.css: This file defines the css classes that we use in the other components to
format our frontend application.

Footer.jsx: In this file, the Footer react component displayed at the bottom of each
subpage is declared, the main function of which is to display the links to the General
Terms and Conditions, Data Management Policy and the Contact page.

Navbar.jsx: This component displays the navigation menu at the top of each subpage.
Account.jsx: This react component is responsible for displaying the content in the
“/” path. On this subpage, the user can view the main data associated with the Google
account (name, email address, profile picture).

Aszf.jsx: This component displays the Terms and Conditions in the "/aszf" path.
Privacy .jsx: This component displays the Privacy Policy in the path "/privacy".
Billing.jsx: This component is responsible for displaying the payment options that

will be potentially implemented later in the "/billing" path.



e Facebook.jsx: This component is responsible for logging into the user's Facebook
account, as well as displaying the data of logged-in users and available Facebook
pages in an ordered list using the "react-table" npm package.

e Login.jsx: This component is responsible for logging in the user using the user's
Google account in the "/login" path. Any other page of the application will redirect
us to this "/login" route if we are not yet logged in.

e Post.jsx: This component is responsible for displaying the form needed to generate
Facebook posts in the "/post" path. This is perhaps the most important component of
the application, as this component is responsible for creating specific Facebook posts
with the help of artificial intelligence. On this subpage, the user can generate
personalized posts, modify them, and then, by pressing a button, actually share them

from this app using the Facebook API.
The parts of the navigation menu and the footer and the routes they link to:

- My account: "/"

- Billing: "/billing"

- Al post generation "/post"

- Facebook master data: "/facebook"

- Data management policy: "/privacy"
- General terms and conditions: "/aszf"

- Contact: " https://progeurope.hu/hu/contact/with-map/ " (the contact page of the

company, which was created during an independent project.)

13
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2. DEPLOYING A PRODUCTION ENVIRONMENT

2.1. Create and configure Azure CosmosDB

Created Azure Cosmos DB account parameters:

e Location: Western Europe

o URI: https://antarax-cosmosdb.documents.azure.com:443/

e Total transfer rate limit: 1000 RU/s

e CORS Allowed source locations: *

vancsura pisti@gmailco. @
AAPERTELMEZETT ONTAR (VA

Kezd&lap > Legutobbiak

¢ antarax-cosmosdb

oredundancia engedélyezése (8 Fidk tickse

T Amekintés

of storage will be free for the ietime of this account
H Tevbkenységrapld
Ro Mozzitérés-vezinis 0AM: A~ Alapvets adatok SON-rzet
@ Cimisi Alapot Helyok beoivasksa
West Europe
X Problémik diagnosztizilisa és el habve
megoidisa d
West Europe

@ Cost Management

hatps://antarax- cosmosdb documents azure com:443/
& s Mpdsek

toa ngyenes sintl kedvezmeny
© Eresitések 0785164-fca2 4ab3-Beds- 081006680478 Seléptetve

@ Adatkezeld Kapacitisméd
Képitett kapacitds

Bedllitisok vibbiek
@ funk
a ke Taroldk
¢ Adatok globils replikhlisa

Azonositd Adatbizis Atvitell sebesség (RU/5)
= 1 koezisztencia

Users Social A 400 (Megosztott

Monitorozés

Aleguiobbi adatok megielenitése ( 16ea 2460 Ty (IS
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5. Figure: Azure Cosmos DB account overview

Source:
https.://portal.azure.com/#@yvancsurapistigmail.onmicrosofi.com/resource/subscriptions/0785 164-
fca2-4ab3-8edS-

08f0d6680478/resourceGroups/OpenAl/providers/Microsoft. DocumentDb/databaseAccounts/antar

ax-cosmosdb/ overview
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https://portal.azure.com/#@vancsurapistigmail.onmicrosoft.com/resource/subscriptions/07851f64-fca2-4ab3-8ed8-08f0d6680478/resourceGroups/OpenAI/providers/Microsoft.DocumentDb/databaseAccounts/antarax-cosmosdb/overview

A database called Social Al has been created in the Azure Cosmos DB account with the

following parameters:

e Maximum reception speed limit: 400 RU/s

e Scaling: Automatic

In the created database called Social Al, a container called Users was created, in which

container the application can store users and data belonging to users in JSON format. A

separate JSON document is created for each user. The storage partition key is the following

attribute: /email
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6. Figure: Azure Cosmos DB data manager

Source:

x

[ Delete

"_etag":
“_attachments": “attachments/",
“"billing_name": “Vancsura Istvdn teszt",

T Upload Item

"id": “"e7lacbc-8a47-4601-8310-cde44610914",

“vancsura.pistiggmail.com”,
IPLAP UM-KULAAAAAAAAAA==",
Ibs/rupLAA==/colls/rupLAP S/ rupLAPM-KUL,

\""2100a599-0000-0d00-0000-644d480000\" ",

“billing_postalcode": "6000",
“billing_town": “Kecskemét",
“"billing_address": "Kossuth tér",
“"pages”: [

{

ALAPERTELMEZETT CIMTAR (VA...

“access_token": "EAAKWSrXQMZCWBO210FPr2qaZAL2vNulebYdZBCSiFTPeZCnTbNUNUI4SGXUOYKSDAZKOWT &

“category": "Marketingiigynokség",
“"category_list": [

“id": "123377808095874",
“name": “Marketingigynokség"

h
{
"id": "1706730532910578",
“name": "Internetes marketingszolgaltatas"
}
1,
“name": “Social AI",
"id": "116766621393138",
“tasks": [
"ADVERTISE",
"ANALYZE",

"CREATE_CONTENT",
"MESSAGING",
"MODERATE" ,
“MANAGE"

1

"location": {
w Rochelle”,
"United States",

ustate"s "NY"
h
"website": "https://red-moss-0963e6e@3.3.azurestaticapps.net/"

h

https.://portal.azure.com/#@yvancsurapistigmail.onmicrosofi.com/resource/subscriptions/0785 164-

fca2-4ab3-8edS-

08f0d6680478/resourceGroups/OpenAl/providers/Microsoft. DocumentDb/databaseAccounts/antar

ax-cosmosdb/ dataExplorer
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https://portal.azure.com/#@vancsurapistigmail.onmicrosoft.com/resource/subscriptions/07851f64-fca2-4ab3-8ed8-08f0d6680478/resourceGroups/OpenAI/providers/Microsoft.DocumentDb/databaseAccounts/antarax-cosmosdb/dataExplorer
https://portal.azure.com/#@vancsurapistigmail.onmicrosoft.com/resource/subscriptions/07851f64-fca2-4ab3-8ed8-08f0d6680478/resourceGroups/OpenAI/providers/Microsoft.DocumentDb/databaseAccounts/antarax-cosmosdb/dataExplorer
https://portal.azure.com/#@vancsurapistigmail.onmicrosoft.com/resource/subscriptions/07851f64-fca2-4ab3-8ed8-08f0d6680478/resourceGroups/OpenAI/providers/Microsoft.DocumentDb/databaseAccounts/antarax-cosmosdb/dataExplorer
https://portal.azure.com/#@vancsurapistigmail.onmicrosoft.com/resource/subscriptions/07851f64-fca2-4ab3-8ed8-08f0d6680478/resourceGroups/OpenAI/providers/Microsoft.DocumentDb/databaseAccounts/antarax-cosmosdb/dataExplorer

2.2. Create and configure Azure Static Web Apps

e Location: Western Europe

e URL address: https://socialai.progeurope.hu

Custom domains:

e red-moss-0963e6e03.3.azurestaticapps.net (Automatically generated)

e www.socialai.progeurope.hu

e socialai.progeurope.hu (Default)
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7. Figure: Azure Static Web Apps overview

Source:

https.://portal.azure.com/#@yvancsurapistigmail.onmicrosofi.com/resource/subscriptions/0785 164-

fca2-4ab3-8edS-

08f0d6680478/resourceGroups/OpenAl/providers/Microsoft. Web/staticSites/React/staticsite
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https://socialai.progeurope.hu/
http://www.socialai.progeurope.hu/
https://portal.azure.com/#@vancsurapistigmail.onmicrosoft.com/resource/subscriptions/07851f64-fca2-4ab3-8ed8-08f0d6680478/resourceGroups/OpenAI/providers/Microsoft.Web/staticSites/React/staticsite
https://portal.azure.com/#@vancsurapistigmail.onmicrosoft.com/resource/subscriptions/07851f64-fca2-4ab3-8ed8-08f0d6680478/resourceGroups/OpenAI/providers/Microsoft.Web/staticSites/React/staticsite
https://portal.azure.com/#@vancsurapistigmail.onmicrosoft.com/resource/subscriptions/07851f64-fca2-4ab3-8ed8-08f0d6680478/resourceGroups/OpenAI/providers/Microsoft.Web/staticSites/React/staticsite

2.3. Create and configure Azure Functions

e Location: Western Europe
e Operating system: Linux
e URL.: https://antaraxpy.azurewebsites.net

e CORS Authorized Origins: *

Created functions according to API plans and Swagger documentation:

e https://antaraxpy.azurewebsites.net/api/ImgGen

e https://antaraxpy.azurewebsites.net/api/PostGen

e https://antaraxpy.azurewebsites.net/api/UserAPIL
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8. Figure: Azure Functions overview

Source:
https.://portal.azure.com/#@yvancsurapistigmail.onmicrosofi.com/resource/subscriptions/0785 164-
fca2-4ab3-8edS-

08f0d6680478/resourceGroups/OpenAl/providers/Microsoft. Web/sites/antaraxpy/appServices
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https://antaraxpy.azurewebsites.net/
https://antaraxpy.azurewebsites.net/api/ImgGen
https://antaraxpy.azurewebsites.net/api/PostGen
https://antaraxpy.azurewebsites.net/api/UserAPI
https://portal.azure.com/#@vancsurapistigmail.onmicrosoft.com/resource/subscriptions/07851f64-fca2-4ab3-8ed8-08f0d6680478/resourceGroups/OpenAI/providers/Microsoft.Web/sites/antaraxpy/appServices
https://portal.azure.com/#@vancsurapistigmail.onmicrosoft.com/resource/subscriptions/07851f64-fca2-4ab3-8ed8-08f0d6680478/resourceGroups/OpenAI/providers/Microsoft.Web/sites/antaraxpy/appServices
https://portal.azure.com/#@vancsurapistigmail.onmicrosoft.com/resource/subscriptions/07851f64-fca2-4ab3-8ed8-08f0d6680478/resourceGroups/OpenAI/providers/Microsoft.Web/sites/antaraxpy/appServices

2.4. Documentation of GitHub Actions and Azure DevOps CI/CD processes

In this subsection, I document the CI/ CD .YAML definition files of the application

components, and the complete .YAML files are included in the Source Codes.zip attachment

of the thesis.

The definition files can be found at the following accesses:

Code changes q
Azure DevOps

Social Al React Frontend/azure-static-web-apps-red-moss-0963e6e03.yml

Social AI Functions Python Backend/.github/workflows/main_antaraxpy.yml

< /> Azure Static Web Apps

Q STATIC CONTENT
HTML, images, JavaScript, & CSS

it </>[A]}

API

Z45> Azure Functions
Source Control /
Continuous Delivery

9. Figure: DevOps Architecture Figure

Source: https://azure.microsoft.com/en-us/products/app-service/static

CI/CD pipeline parameters for each component:

18

Trigger: Main branch

So this means that when the developer pushes the source code changes of the given
component to the main branch, the CI/CD pipeline starts automatically, i.e. the
automated process that prepares (in technical terms, builds) the new version of the
program, and then the target environment automatically installs the new version.
Agent: Microsoft Hosted Agent

So this means that the automated CI/CD process takes place on a server run and
operated by Microsoft. The other option would have been to use a Self-Hosted Agent,
so I provide the server environment to run the automations, but this would have been
expensive and not justified.

vmlmage: ubuntu-latest

So the automated process runs on a Linux operating system.


https://azure.microsoft.com/en-us/products/app-service/static

Frontend React Application CI Process Steps:

1. task: NodeTool
a. versionspec : 20.x'
Explanation: You are installing Node.js with version 20.x, as it is a basic requirement
for a React-type application.
2. script: npm install
Explanation: Installation of the dependencies of the project, which is the dependency
of the next step.
3. script: npm run build
Explanation: Performs the build process of the project's source code.
4. task: CopyPublishBuildArtifact
a. CopyRoot: 'build'
b. Contents : "' *'
Explanation: After the build process, the created files (located in the build folder) are
copied and published to the artifacts used by CI/CD.

Frontend React application CD process (Deploy):

5. task: Deploy Azure Static Web App
a. Working directory: $(System.DefaultWorkingDirectory)
b. App location: React CI CD/build
Explanation: You are installing the application from the folder containing the React

application build.
Azure Functions Python Backend System CI Process Steps:

1. Setup Python version
Explanation: Sets the Python version to the specified PYTHON VERSION, then
creates and activates a virtual Python environment.

2. Install dependencies: pip install -r requirements.txt

Explanation: Installs project dependencies based on requirements.txt.
Azure Functions Backend system CD process (Deploy):

3. Downloads the artifact created by the build workflow.

4. Azure Functions will be installed.
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2.5. Domain , Azure DNS zone

I purchased the domain progeurope.hu from the Rackhost Zrt. ( https://www.rackhost.hu/ )

domain registrar, and then delegated its control to the Azure DNS zone service by setting

the name servers that were given to me by the Azure portal.

e Nameserver#l:
e Nameserver#2:
e Nameserver#3:

e Nameserver#4:

ns1-32.azure-dns.com
ns2-32.azure-dns.net

ns3-32.azure-dns.org

ns4-32.azure-dns.info

# www.rackhost.hu/dashboard/domain/127377 e

. Elérhetdség % Webmail '™ Kosir @ Kilépés (vancsura.pisti@gmail.com)

Domain | Webtérhely ‘ WordPress Tarhely | cPanel tarhely | Ozleti email | VPS ‘ Tudésbazis

PROFIL Domainek » progeurope.hu
Felhasznal6i adatok S Reglsztrélt
El6fizetés: Aktiv
Szémlazas és kreditek Lejérat détuma: 2025-07-12

Tennivalék Névszerverek: ns1-32.azure-dns.com Névszerverek cseréje
ns2-32.azure-dns.net
ns3-32.azure-dns.org
Hibajegyek ns4-32.azure-dns.info
Tevékenység napl6
Tulajdonos Adminisztrativ kapcsolattarté
SZOLGALTATASOK Cég név Prog Europe Kft Cég név Prog Europe Kt
’ Kontakt Vezetéknév Vancsura Kontakt Vezetéknév Vancsura
Emailek
Kontakt Keresztnév Istvan Kontakt Keresztnév Istvén
Domainek Adészém 32329935-1-03 Adészam 32329935-1-03
o Email vancsura.pisti@gmail.com Email vancsura.pisti@gmail.com
DNS zénék
Orszég Magyarorszég Orszag Magyarorszég
Domain atirdnyitasok Irényitészam 6000 Irényitészdm 6000
. - Telepiilés Kecskemét Telepiilés Kecskemét
Domain elkapé és figyelé
Utca Kossuth tér Utca Kossuth tér
Virtudlis szerverek Hézszém 6-7. Hazszém 6-7.
Telefonszdm +36202769700 Telefonszdm +36202769700
Webtarhelyek
Fax Fax
El6fizetés lemondasa
A(z) domain lemondéasaval az el6fizetés a lejaratat kdvetéen nem Gjul meg, és a rendszer nem kiild t6bb értesitést a lejaratrol
Alejératot kévetéen a domain més szdmara is elérhetévé valik!
© 2023 Rackhost Zrt Féoldal | Magunkrél | Szerverhoszting | Szerveriizemeltetés | CloudNAS | Blog | ASZF | Adatvédelem | Karrier f @

10. Figure: Domain control interface, Rackhost

Source: hitps://www.rackhost.hu/dashboard/domain/127377
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https://www.rackhost.hu/dashboard/domain/127377

2.6. Create and configure an Azure DNS zone

I created a subdomain called socialai for the application by adding the following (see Table

4 and Figure 14) DNS records:

1. Table: Azure DNS zone, configured DNS records

social CNAME | 3600 |- Static web application

React

www.socialai | CNAME | 3600 | - Static web application

React
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11. Figure: Azure DNS zone settings

Source:

https://portal.azure.com/#@yancsurapistiemail.onmicrosoft.com/resource/subscriptions/0785 164-
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Statikus webalkalmazas
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https://portal.azure.com/#@vancsurapistigmail.onmicrosoft.com/resource/subscriptions/07851f64-fca2-4ab3-8ed8-08f0d6680478/resourceGroups/progeurope/providers/Microsoft.Network/dnsZones/progeurope.hu/overview
https://portal.azure.com/#@vancsurapistigmail.onmicrosoft.com/resource/subscriptions/07851f64-fca2-4ab3-8ed8-08f0d6680478/resourceGroups/progeurope/providers/Microsoft.Network/dnsZones/progeurope.hu/overview
https://portal.azure.com/#@vancsurapistigmail.onmicrosoft.com/resource/subscriptions/07851f64-fca2-4ab3-8ed8-08f0d6680478/resourceGroups/progeurope/providers/Microsoft.Network/dnsZones/progeurope.hu/overview
https://portal.azure.com/#@vancsurapistigmail.onmicrosoft.com/resource/subscriptions/07851f64-fca2-4ab3-8ed8-08f0d6680478/resourceGroups/progeurope/providers/Microsoft.Network/dnsZones/progeurope.hu/overview

SUMMARY

Evaluation of Results :

I consider the following aspects successful :

The successful deployment of the entire development content ( all components ,
including the Frontend application, Backend system , and database ) into a live.
Managing to keep the deployment costs close to zero ( refer to Appendices 3, 4, 5,
6) while ensuring the application's scalability .

Drunk implementation of DevOps CI/CD processes , automating the installation of
the application's new version after the upload of developed source code for further

developments ( see Chapter 3.4).

I consider the following aspects partially successful :

Creation of text generation and image selection algorithms ( see Chapter 2.4).
Facebook integration , as currently only test users can use the application until the

Facebook Business verification and App Review processes are completed .

Further Development Opportunities :

22

Integration of additional social media platforms.

Implementation and automation of credit cards payment /bank transfer system .
Outsourcing of Secret information from Backend source code to Azure
DevOps/GitHub system , similar to the Frontend system .

Implementation and automation of billing systems .

Development of an Autopilot feature allowing fully your vending machine content
creation .

Integration of additional authentication platforms beyond Google accounts for login.
Further enhancement of the page appearance ( eg ., colors , images , layout , logos ).
User- friendly improvements on the page.

Further development and enhancement of text generation and image selection
algorithms .

Completion of Facebook Business verification and App Review processes .
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