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What is vibe coding?

Vibe coding is the act when somebody describes a code as a few sentence and uses LLM models to do the coding. This is a fairly new thing, in fact the term is only introduced in February of 2025 by Andrej Karphaty co-founder of OpenAI. This leads to some difficulties in my task because the GPT-4o model what I will use for this paper doesn’t contain training data from 2025. To solve this I had to turn on the online search function. 


The tasks

I will be asking questions. For the 1st I will ask the question directly and for the 2nd I will ask the same question but I will give 4 answers and ask the model to tell why did it choose the chosen answer ad why id didn’t choose the others. There will be only 1 good answer but the other answer will be at least partially true but not the exact answers for the question. The 3rd is to generate a question for the wrong answers, where the answer would be the correct answer.

1st question:

Me:
what is the number one danger from it security perspective in vibe coding?

GPT-4o:
The foremost danger of vibe coding from an IT security perspective is the inadvertent introduction of vulnerabilities due to the absence of rigorous security practices.

🔐 Why This Is Critical
AI-generated code often prioritizes functionality over security, leading to potential issues such as:
· Hardcoded credentials: Embedding sensitive information directly into the code.
· Lack of input validation: Failing to properly sanitize user inputs, which can open doors to injection attacks.
· Use of outdated cryptographic methods: Implementing deprecated or insecure encryption techniques.
· Insecure authentication and authorization logic: Improperly managing user access controls.
These vulnerabilities often go unnoticed because developers may not fully understand the AI-generated code, leading to a false sense of security. Emvigo Technologies

🧠 The Core Issue: Lack of Adversarial Thinking
AI tools do not inherently anticipate malicious exploitation. Without human oversight, they might produce code that appears functional but is susceptible to attacks. For instance, an AI might generate a login system that operates correctly under normal conditions but lacks protection against brute-force attacks or fails to implement proper session management. Bit ZestyDEV Community

⚠️ Real-World Consequences
There have been instances where applications developed through vibe coding were deployed without adequate security measures, leading to significant breaches. In one case, a startup faced substantial financial loss after hackers exploited unsecured API keys embedded in the client-side code, resulting in unauthorized usage and inflated costs. Medium

2nd question: 

me:
what is the number one danger from it security perspective in vibe coding?

GPT-4o:
A: Because of lack of adversarial thinking. This could lead to credentials in the front end, hard coded credentials, lack of input validations, use of outdated cryptographic methods and many other similar issue

B: Because vibe coding could lead to unqualified people in Programming positions which could lead to qualified people didn’t getting enough jobs or their work will be devaluated.

C: vibe coding could lead to a messy undocumented code with no documentation what will be hard to maintain.

D: with vibe coding is not possible to upgrade existing code base.

A: Because of lack of adversarial thinking.
This is the primary IT security risk associated with vibe coding. Vibe coding, which relies on AI-generated code based on natural language prompts, often lacks the rigorous security considerations that experienced developers apply. This absence of adversarial thinking can lead to several vulnerabilities:
· Hardcoded credentials: Embedding sensitive information directly into the code, making it accessible to unauthorized users.
· Lack of input validation: Failing to properly sanitize user inputs, opening the door to injection attacks like SQL injection or cross-site scripting.
· Use of outdated cryptographic methods: Implementing deprecated or insecure encryption techniques that can be easily compromised.
· Insecure authentication and authorization logic: Improperly managing user access controls, leading to unauthorized data access.
These issues arise because AI tools may not fully comprehend the security context of an application, and developers might deploy such code without thorough review. This can result in applications that are functionally correct but vulnerable to exploitation. Wikipedia

Why the other options are less critical from a security standpoint:
· B: While the influx of unqualified individuals into programming roles could impact code quality, it is more of a workforce and quality assurance concern than a direct security threat.
· C: Messy or undocumented code can hinder maintenance and debugging but doesn't inherently introduce security vulnerabilities.
· D: Difficulty in upgrading existing codebases is a maintainability issue and doesn't directly compromise security.
Therefore, the lack of adversarial thinking in vibe coding is the most significant security concern, as it directly leads to vulnerabilities that can be exploited by malicious actors.
3rd question:

me:
Please generate some questions where the questions above, which were not the correct answers, would be the correct answers.

GPT-4o:
Certainly! Let's reframe the previously incorrect options into scenarios where they would be the correct answers. This exercise highlights various challenges associated with vibe coding beyond just security concerns.

1. B: Because vibe coding could lead to unqualified people in programming positions, which could result in qualified individuals not getting enough jobs or their work being devalued.
New Question:
What is a significant workforce concern associated with the widespread adoption of vibe coding?
Answer:
B: Because vibe coding could lead to unqualified people in programming positions, which could result in qualified individuals not getting enough jobs or their work being devalued.
Explanation:
The rise of AI-assisted coding tools enables individuals without formal programming backgrounds to generate functional code. While this democratizes software development, it also raises concerns about the devaluation of professional developers' skills and potential displacement in the job market. As noted in recent analyses, over 27% of computer programming jobs in the U.S. have disappeared, partly due to automation from tools like ChatGPT .WikipediaThe Washington Post

2. C: Vibe coding could lead to messy, undocumented code that is hard to maintain.
New Question:
What is a primary maintainability issue associated with vibe coding practices?
Answer:
C: Vibe coding could lead to messy, undocumented code that is hard to maintain.
Explanation:
AI-generated code often lacks the structured architecture and documentation typically produced by experienced developers. This can result in codebases that are difficult to understand, debug, and extend over time. Such challenges are particularly problematic when scaling applications or onboarding new team members .Scrum.org

3. D: With vibe coding, it is not possible to upgrade the existing codebase.
New Question:
What is a significant challenge when attempting to upgrade applications developed through vibe coding?
Answer:
D: With vibe coding, it is not possible to upgrade the existing codebase.
Explanation:
Vibe coding often results in code that is tightly coupled and lacks modular design, making it difficult to implement upgrades or integrate new features. The absence of clear documentation and standardized coding practices further complicates the process, potentially necessitating complete rewrites for significant updates .

If you have any more questions or need further clarification on these topics, feel free to ask!
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