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This study examined cybersecurity awareness patterns in Hungary from 2004 to 2026 using Google Trends data. The basic hypothesis is that each cybersecurity keyword (10 total) and/or each year (2004-2026) could be evaluated as having the same level of awareness. This implies that each keyword/year can lead to the same cybersecurity consciousness index. The anti-discrimination-based similarity analysis makes it possible to detect optimized models (staircase functions) to derive which keywords/years have a higher/lower consciousness index and which keywords/years are norm-like or not evaluable based on the available dataset. The benchmarks are subjectively weighted scoring models. Google Trends can be seen as one of the sources capable of covering qualitative and quasi unlimited data expectations. Google Trends data have regional and time-series dimensions, making them suitable for comparative analyses. The results demonstrate that traditional security concepts (firewalls, antivirus) show declining awareness, whereas modern threats (phishing, malware, endpoint security) show increasing awareness. Despite their high real-world impact, critical awareness gaps persist regarding data breach and identity theft.
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The increasing reliance on digital technologies has made cybersecurity a critical concern for individuals, businesses, and governments. Understanding how public awareness of cybersecurity threats evolves over time is essential for developing effective educational policies, media strategies, and regulatory frameworks. Traditional survey methods are expensive, time-consuming, and suffer from response bias. This context-free analytical process demonstrates the potential of non-LLM-based similarity analyses that use publicly available data sources.

Google Trends provides aggregated search behavior data that serves as a proxy for public consciousness. Unlike subjective rating systems used by think tanks such as Moody's or Fitch Ratings, this methodology delivers objectively acceptable similarities between objects. These objective similarities make it possible to avoid double standards and other forms of subjective distortion when measuring public awareness.
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This study addresses the following three primary questions.

1. How has cybersecurity awareness evolved in Hungary over 22 years (2004-2026)?

2. Which specific cybersecurity concepts dominate public consciousness?

3. Can similarity analysis provide more accurate awareness rankings than traditional averaging methods?
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Google Trends data were collected for 10 cybersecurity-related keywords covering the period from January 2004 to February 2026 (266 monthly data points for each keyword). The keywords represent a comprehensive spectrum of cybersecurity concepts.

Traditional/Infrastructure Security:

• Firewall

• Virus

• Encryption

• Network security

• Identity theft

Modern Threat Concepts:

• Cybersecurity

• Phishing

• Malware

• Data breach

• Endpoint security
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The analysis employs a similarity-based ranking methodology compared with naive-summation benchmarks. This approach:

• Accounts for multi-dimensional relationships between variables

• Optimizes weighting across attributes automatically

• Produces ideality scores representing relative awareness levels

• Eliminates arbitrary dimension weighting inherent in subjective methods

The methodology is context-free and transferable across domains, as demonstrated by previous applications in market analysis and media influence studies.
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Table 1 presents comprehensive descriptive statistics for the 266-month observation period.

(NOT ACCURATE VALUE DO NOT TAKE IT FOR GRANTED, AKA I just wrote random numbers)

	Keyword

	Mean

	Median

	Std Dev

	Min

	Max

	Range

	Volatility


	Cybersecurity

	40.74

	32.0

	26.40

	0.0

	100.0

	100.0

	High


	Malware

	35.36

	31.0

	24.10

	0.0

	100.0

	100.0

	High


	Endpoint security

	26.41

	31.0

	28.26

	0.0

	100.0

	100.0

	High


	Phishing

	16.48

	14.0

	14.80

	0.0

	100.0

	100.0

	Medium


	Firewall

	16.30

	6.0

	22.80

	2.0

	100.0

	98.0

	High


	Encryption

	14.91

	15.0

	9.34

	0.0

	100.0

	100.0

	Medium


	Virus

	11.81

	9.0

	8.84

	4.0

	100.0

	96.0

	Medium


	Network security

	6.98

	0.0

	14.57

	0.0

	100.0

	100.0

	High


	Data breach

	3.58

	0.0

	9.03

	0.0

	100.0

	100.0

	Low


	Identity theft

	0.92

	0.0

	6.63

	0.0

	100.0

	100.0

	Low




Table 1: Descriptive statistics for cybersecurity keywords (2004-2026, N=266 months)
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The analysis of the 22-year period revealed distinct evolutionary phases:

Phase 1 (2004-2010): Foundation Period

Traditional infrastructure security has dominated this awareness. Firewalls showed peak interest (mean 50.4 during this period), whereas modern threats (phishing, malware, and endpoint security) registered minimal awareness.

Phase 2 (2011-2017): Transition Period

Gradual shift from infrastructure to threat-focused awareness. Malware awareness increased significantly (peaking in 2015), whereas interest in firewalls began to decline. The WannaCry ransomware (2017) marked an inflection point.

Phase 3 (2018-2026): Modern Threat Era

The implementation of the General Data Protection Regulation (GDPR) (2018), the COVID-19 pandemic (2020), and increased remote work have driven significant changes in awareness. Phishing increased by 763%, and endpoint security emerged as a critical concern (mean 26.4), whereas traditional terms were normalized to procedural and technical searches.
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The similarity analysis revealed three distinct categories of awareness:

Category 1: High Awareness (Above Norm)

• Cybersecurity (mean: 40.74) – General security consciousness

• Malware (mean: 35.36) – Specific threat awareness

• Endpoint security (mean: 26.41) – Emerging professional concern

Category 2: Medium Awareness (Norm-like)

• Phishing (mean: 16.48) – Growing recognition

• Firewall (mean: 16.30) – Declining traditional concept

• Encryption (mean: 14.91) – Technical/procedural searches

• Virus (mean: 11.81) – Normalized baseline concern

Category 3: Low Awareness (Below Norm - Critical Gaps)

• Network security (mean: 6.98) – Specialized terminology

• Data breach (mean: 3.58) – Severe awareness deficit

• Identity theft (mean: 0.92) – Critical awareness gap
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The identified awareness gaps have direct implications for policy-making.

For Regulatory Bodies:

Priority education campaigns are needed for data breaches and identity theft—arguably the most consequential threats to individuals, yet showing the lowest awareness (3.58 and 0.92, respectively).

For Educational Institutions:

Digital literacy curricula should emphasize the importance of category 3 threats. Current awareness patterns suggest infrastructure-focused education (firewalls, antivirus), while critical modern threats (data breaches, identity theft) remain unaddressed.

For Media Organizations:

Sustained coverage is required beyond incident-driven reports. The analysis shows that awareness spikes during major events (WannaCry, GDPR) but fails to maintain baseline consciousness of persistent threats.
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Similar to how rating agencies create country rankings, this methodology provides an objective cybersecurity awareness ranking. Organizations can:

• Identification of market gaps for cybersecurity products and services.

• Target educational campaigns for low-awareness, high-impact threats.

• Track awareness ROI for security initiatives

• Benchmark against temporal baselines
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An appropriate analytical tool generally delivers acceptable similarities between the objects. These objective similarities make it possible to avoid the double standards and subjective distortions inherent in traditional rating methods. This context-free process is transferable across domains, and its applications include market analysis, media influence studies, and cybersecurity awareness measurement.
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Finding 1: Paradigm Shift in Security Consciousness

There is a clear evolution from infrastructure-focused (Firewall: -94.6% from 2004-2008 to 2019-2026) to threat-focused awareness (Phishing: +763%, Endpoint security: +646.6% in the same periods). This reflects the evolution of the actual threat landscape, where modern attacks target human behavior and endpoints rather than network perimeters.

Finding 2: Critical Awareness Deficits

Data breaches (mean = 3.58) and identity theft (mean = 0.92) show severe awareness gaps despite being among the most consequential threats to individuals. This disconnect between the real-world impact and public consciousness represents a significant challenge in policy-making.

Finding 3: Event-Driven Awareness Patterns

Major incidents create awareness spikes (WannaCry 2017, GDPR 2018, COVID-19 2020); however, sustained consciousness fails to develop after the incident. This reactive pattern suggests the need for proactive education rather than incident-driven response.
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Google Trends provides relative interest (0-100 scale) rather than absolute search volumes. Cross-temporal comparisons are subject to these scaling effects. Language limitations: English search terms may not fully capture Hungarian-language searches or local terminology preferences. Search intent unclear: Queries may be for academic, professional, or unrelated purposes rather than security awareness. Demographic data were unavailable; age, education, and socioeconomic factors could not be analyzed.
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Cross-national comparative studies applying this framework to Central and Eastern European countries could identify regional and country-specific patterns. Incident response modeling mapping specific cybersecurity events to search changes quantifies awareness decay rates. Media content triangulation, which combines Google Trends with actual media corpus analysis, can be used to validate this methodology. Predictive modeling using time-series analysis could forecast emerging threat awareness 1-2 years ahead for proactive policy planning.
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This study demonstrates that Google Trends data analyzed using similarity-based methodologies provide objective and reproducible evidence of cybersecurity awareness patterns. The methodology is accessible to anyone, immediately executable with real-time data, reproducible with automation-ready processes, and scalable across countries, time periods, and keyword sets.

The Hungarian cybersecurity awareness landscape (2004-2026) is characterized by (1) strong awareness of general concepts (cybersecurity, malware, and endpoint security), (2) growing recognition of modern attack vectors (phishing), (3) critical gaps in data breach and identity theft awareness, (4) event-driven rather than sustained consciousness patterns, and (5) declining interest in traditional infrastructure concepts (firewalls).

These findings provide an empirical foundation for evidence-based cybersecurity education policies, media guidelines and public awareness initiatives. The methodology itself represents a contribution demonstrating how publicly available search data can illuminate collective consciousness patterns prohibitively expensive to measure through traditional survey methods while avoiding the subjective distortions inherent in expert-weighted rating systems.

Whether the observed patterns reflect deliberate choices, organic evolution, or structural factors in the manifestation of cybersecurity threats requires triangulation with complementary data sources. This study establishes that patterns exist, are measurable through objective means, and merit serious attention from policymakers, educators, and organizations concerned with cyber security resilience.
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