We do need one single (integrated) document with all parts parallel! 
Relationship to the another thesis
Literature similarity analysis
Based on the comparison between my literature and Aadi's, we can identify both similarities and differences. Here's a summary of the similarity analysis:
[image: A képen szöveg, Betűtípus, fehér, képernyőkép látható

Előfordulhat, hogy a mesterséges intelligencia által létrehozott tartalom helytelen.]
It is definitive FORBIDDEN to use borders and each other formats causing unexpected problems! This is not an art university!  
Similarities:
1. Focus on Cybersecurity in Remote Work Environments: Both my literature and Aadi's focus on addressing cybersecurity concerns in remote work environments. While my literature specifically explores risks and enhancing cybersecurity in OT settings, Aadi's work takes a broader approach to discussing cybersecurity practices in remote work contexts.
2. Reference to Common Practices: Both literature reviews reference common cybersecurity practices such as Multi-Factor Authentication (MFA), awareness training, enforcement of security measures and remote working weakness from home. This indicates a shared recognition of established strategies for enhancing cybersecurity in remote work environments.
3. Research-based Insights: Both works draw on existing literature and research findings to inform their discussions. They cite various authors and sources to support their arguments and recommendations, demonstrating a research-based approach to addressing cybersecurity challenges.
4. Compliance Considerations: Both texts mention the importance of compliance with regulations and standards related to data protection and security. They emphasize the necessity of conducting risk evaluations to ensure compliance and avoid legal consequences and penalties.

Differences:
1. Scope of Coverage: The provided text presents a broader overview of the reasons for conducting risk evaluations in a home-office environment, including aspects such as Data security, Business continuity, protecting assets, reputation management, cost savings, and peace of mind. In contrast, my literature review focuses specifically on strategies and practices for enhancing cybersecurity in remote work environments, such as MFA/Authenticator App, enforcement of security measures and remote work envirement weakness. In essence, Aadi literature lays the groundwork by explaining why risk evaluation is crucial. My literature upon that foundation by offering specific strategies to address those risks.
2. Depth of Analysis: While both texts touch upon various aspects of cybersecurity in remote work, the provided text offers a more general discussion of the importance of risk evaluations, whereas my literature review provides a more detailed analysis of specific cybersecurity strategies and practices.
3. Perspective: The provided text takes a broader perspective on the benefits and implications of conducting risk evaluations in a home-office environment, considering factors beyond just security and compliance. On the other hand, my literature focuses more narrowly on specific cybersecurity measures and their implementation in remote work settings.
Overall, while both literature reviews share common ground in addressing cybersecurity concerns in remote work environments, they differ in terms of focus, depth of analysis, and scope of recommendations. These differences offer complementary perspectives on the topic and contribute to a comprehensive understanding of cybersecurity practices in remote work settings.
Compare both approaches
While both my approach and Aadi's solution analyse objects and various attributes related to cybersecurity. Both approaches have same 16 objects 16, might have been chosen for its balance between having enough data points and easier comparison to draw meaningful conclusions and being manageable within the constraints of the study. Objects of both projects consists of 16 remote workers, but Aadi named them as Test Subject: Mr. K, Mr. L and Mr. J etc It's a common practice in research and analysis to select a sample size that is neither too small to be statistically insignificant nor too large to be unwieldy. Therefore, both my approach and Aadi's solution may have settled on 16 remote workers as a reasonable and practical number for their respective analyses. the specific attributes may vary between the two approaches based on the research context, but the methodologies are same. My project appears to analyse 12 key attributes, which includes Internet Traffic, Packet Error Rate and Security Logs etc. whereas Aadi's solution may reflect focus on 17 different set of attributes (but in actual his attributes are 16 because he has written the same attribute two times at A8 and A9).
Common Attributes (5):
These are attributes that are present in both publications.
· Internet Traffic: Matches with Total Amount of downloaded Data in Last week.
· Key Length: Matches with Length of Wi-Fi encryption Key.
· Intrusion Attempts: Matches with Intrusion Detection System.
· Malware Infections: Matches with How many Threats Detected by the Antivirus software in the last month.
· System Downtime: Matches with How many days beyond 12 hours per day were worked in the last week.
Attribute with Different Direction (1)
For "System Downtime" and "How many days beyond 12 hours per day were worked in the last week," the direction of the risk assessment is different:
· System Downtime: MORE=0 (Higher values indicate potentially higher risk)
· How many days beyond 12 hours per day were worked in the last week: 1 (Higher values indicate potentially higher risk)
In risk assessment, the more acceptable direction depends on the context and objectives. For "System Downtime," where MORE=0, higher values indicate increased risk to system operations, necessitating a focus on minimizing downtime. Conversely, for "How many days beyond 12 hours per day were worked in the last week," where 1 signifies higher risk, the emphasis lies on limiting excessive work hours to mitigate risks related to employee well-being and productivity. While both directions highlight concerns, in the context of system reliability and operational continuity, prioritizing the reduction of system downtime is paramount. Thus, the direction where MORE=0 for "System Downtime" aligns more closely with risk mitigation objectives in this scenario.
Total Number of Attributes (24):
By calculating the total number of attributes based on both publications: 
(17-5) + (12-5) + 5 = 24.
Attributes Collected from both publications:
1. Internet Traffic source:(own publication)
· Description: Measures the amount of data transferred over the network by the remote worker.
· Definition: Reflects the volume of network activity and potential exposure to security risks.
· Unit: GB (Gigabytes)
· Direction: MORE=0 (Higher values indicate potentially higher risk)
2. Packet Error Rate 	source:(own publication)
· Description: Measures the rate at which data packets are lost or corrupted during transmission.
· Definition: Indicates the quality of network connectivity and potential disruptions in data transmission.
· Unit: Percentage
· Direction: MORE=0 (Higher values indicate potentially higher risk)
3. Security Logs 	source:(own publication)
· Description: Represents the number of security-related events or incidents recorded.
· Definition: Reflects the frequency of security incidents and potential vulnerabilities in the network.
· Unit: Count
· Direction: MORE=0 (Higher values indicate potentially higher risk)
4. Authentication Logs 	source:(own publication)
· Description: Represents the number of authentication attempts or events recorded.
· Definition: Reflects the activity related to user authentication and potential unauthorized access attempts.
· Unit: Count
· Direction: MORE=0 (Higher values indicate potentially higher risk)
5. Key Length 	source:(own publication)
· Description: Represents the length of the cartographic key used for data encryption.
· Definition: Indicates the strength of encryption applied to protect data and communications.
· Unit: Bits
· Direction: LESS=1 (Higher values indicate potentially lower risk)
6. Response Time 	source:(own publication)
· Description: Represents the time taken to respond to requests or events.
· Definition: Indicates the efficiency of response mechanisms and potential delays in addressing security incidents.
· Unit: Seconds
· Direction: MORE=0 (Higher values indicate potentially higher risk)
7. Malware Infections source:(own publication)
· Description: Represents the number of malware infections detected.
· Definition: Reflects the presence of malicious software and potential security breaches.
· Unit: Count
· Direction: MORE=0 (Higher values indicate potentially higher risk)
8. Average Time to Respond source:(own publication)
· Description: Represents the average time taken to respond to incidents or alerts.
· Definition: Indicates the efficiency of incident response processes and potential delays in mitigating security threats.
· Unit: Minutes
· Direction: MORE=0 (Higher values indicate potentially higher risk)
9. Unauthorized Access Events source:(own publication)
· Description: Represents the number of unauthorized access attempts or breaches.
· Definition: Reflects the frequency of security incidents related to unauthorized access and potential vulnerabilities in access controls.
· Unit: Count
· Direction: MORE=0 (Higher values indicate potentially higher risk)
10. System Availability Percentage source:(own publication)
· Description: Represents the percentage of time the system is available and operational.
· Definition: Reflects the reliability of the system's availability and potential disruptions in service.
· Unit: Percentage
· Direction: LESS=1 (Higher values indicate potentially lower risk)
11. Intrusion Attempts source:(own publication)
· Description: Represents the number of attempts to gain unauthorized access or compromise the system.
· Definition: Reflects the frequency of security incidents related to intrusion attempts and potential vulnerabilities in access controls.
· Unit: Count
· Direction: MORE=0 (Higher values indicate potentially higher risk)
12. System Downtime source:(own publication)
· Description: Represents the total time the system is non-operational or unavailable.
· Definition: Reflects the reliability of the system's uptime and potential disruptions in service.
· Unit: Hours
· Direction: MORE=0 (Higher values indicate potentially higher risk)
13. Layers of the Firewall (Aadi, 2024)
· Description: Measures the number of layers in the firewall setup.
· Definition: Indicates the level of protection provided by the firewall against unauthorized access.
· Unit: Integer Number
· Direction: 0 (Higher values indicate better security)
14. No. of Devices connected to the Wi-Fi network (Aadi, 2024)
· Description: Counts the number of devices currently connected to the Wi-Fi network.
· Definition: Represents the scale of potential access points for network intrusions.
· Unit: Integer Number
· Direction: 1 (Higher values indicate potentially higher risk due to more connected devices)
15. How many times is the Wi-Fi password changed in a month (Aadi, 2024)
· Description: Tracks the frequency of password changes for the Wi-Fi network.
· Definition: Reflects proactive security measures taken to prevent unauthorized access.
· Unit: Integer Number
· Direction: 0 (Higher values indicate better security)
16. Year of the Router (Aadi, 2024)
· Description: Represents the year in which the router was manufactured or installed.
· Definition: Helps assess the age of the router and potential vulnerabilities due to outdated hardware.
· Unit: Year
· Direction: 0 (Higher values indicate potentially older routers)
17. Year of the User Device (Aadi, 2024)
· Description: Represents the year in which the user's device was manufactured or acquired.
· Definition: Helps evaluate the age of the device and potential vulnerabilities due to outdated hardware.
· Unit: Year
· Direction: 0 (Higher values indicate potentially older devices)
18. Number of Days since the last Software Update (Aadi, 2024)
· Description: Measures the duration since the last software update on the user's device.
· Definition: Indicates the currency of security patches and updates applied to the device.
· Unit: Days
· Direction: 1 (Higher values indicate potentially greater risk due to outdated software)
19. How many Threats Detected by the Antivirus software in the last month (Aadi, 2024)
· Description: Tracks the number of threats detected by the antivirus software within the last month.
· Definition: Reflects the effectiveness of antivirus protection in identifying and mitigating threats.
· Unit: Integer
· Direction: 1 (Higher values indicate potentially higher risk due to more threats detected)
20. Total Number of Files Downloaded in Last Week (Aadi, 2024)
· Description: Counts the total number of files downloaded by the user in the last week.
· Definition: Provides insights into the user's download behaviour and potential exposure to malicious files.
· Unit: Integer
· Direction: 1 (Higher values indicate potentially higher risk)
21. Percent of total Logins hours when VPN was used (Aadi, 2024)
· Description: Calculates the percentage of total login hours during which a VPN (Virtual Private Network) was used by the user.
· Definition: Reflects the user's adherence to secure remote access practices.
· Unit: Percentage
· Direction: 0 (Higher values indicate better security)
22. How many times user visited Blacklisted websites by company Last week (Aadi, 2024)
· Description: Tracks the number of times the user visited websites blacklisted by the company within the last week.
· Definition: Indicates potential exposure to malicious or prohibited websites.
· Unit: Integer
· Direction: 1 (Higher values indicate potentially higher risk)
23. How many times Personal Accounts were used to Login in the last week (Aadi, 2024)
· Description: Counts the number of times the user logged in using personal accounts within the last week.
· Definition: Reflects the user's adherence to security policies regarding account usage.
· Unit: Integer
· Direction: 1 (Higher values indicate potentially higher risk)
24. How many times the user downloaded company Unauthorized Software (Aadi, 2024)
· Description: Tracks the number of times the user downloaded unauthorized software provided by the company.
· Definition: Indicates potential violations of company policies and exposure to security risks.
· Unit: Integer
· Direction: 1 (Higher values indicate potentially higher risk)
Attributes collected in an automated way:
1. Internet Traffic
1. Packet Error Rate
1. Security Logs
1. Authentication Logs
1. Key Length
1. Response Time
1. Malware Infections
1. Average Time to Respond
1. Unauthorized Access Events
1. System Availability Percentage
1. Intrusion Attempts
1. System Downtime
1. Number of Days since the last Software Update
1. How many Threats Detected by the Antivirus software in the last month.
1. Total Number of Files Downloaded in Last Week
1. How many times user visited Blacklisted websites by company Last week.
1. How many times Personal Accounts were used to Login in the last week.
1. How many times the user downloaded company Unauthorized Software
[bookmark: _Toc165896463]These attributes can often be obtained from various online sources, security reports, network monitoring tools, antivirus software logs, and other digital sources available on the internet. While other attributes data can be conducted by interviewing different workers. However, if you want to collect all 24 attributes then integration of the two approaches can lead to a more robust and holistic evaluation process. By combining qualitative insights from interviews with quantitative data collected through automated methods, you can gain a deeper understanding of the factors at play, validate findings, and triangulate results for enhanced reliability and validity.
(Aadi, 2024) “Attribute ID A1: Layers of the Firewall,A2: No. of Devices connected to the Wi-Fi network, ………………………………………., A8: How many Threats Detected by the Antivirus software in the last month,A9: How many Threats Detected by the Antivirus software in the last month, ………………………………, A17: How many times the user downloaded company Unauthorized Software
Differences:
1. Scope and Focus: Aadi's attributes encompass a broader range of network security aspects, including firewall configuration, device connectivity, and software usage, while your project's attributes are specifically tailored to address cybersecurity risks in remote worker environments. Aadi's attributes may be more generalizable to different network environments, whereas your project's attributes are more focused on the specific context of remote worker cybersecurity in OT environments.
2. Granularity and Specificity: Aadi's attributes include more granular metrics such as the number of firewall layers and frequency of Wi-Fi password changes, whereas your project's attributes focus on higher-level indicators such as internet traffic volume and system availability percentage. This difference in granularity reflects the varying levels of detail required for different risk assessment purposes.
3. Data Sources and Availability: Aadi's attributes may rely on a wider range of data sources, including firewall logs, device configurations, and antivirus reports, whereas your project's attributes are designed to leverage data sources commonly available in remote worker environments, such as network traffic logs and authentication records. This difference in data sources reflects the unique challenges of assessing cybersecurity risks in remote worker environments.
Steps
1. Attributes Selection:
Aadi Identify attributes affecting cybersecurity in home office situations. Categorize attributes into machine and human factors and select appropriate attributes for the Object-Attribute Matrix (OAM) While in my project, I populate the Object-Attribute Matrix (OAM) with real-life values for selected attributes and objects such as remote workers.
1. Data Collection:
1. Both projects involve collecting raw data related to security attributes for remote workers. Aadi project utilized random number while my project use ChatGPT to obtain realistic values from different websites.
1. Ranking:
2. Both projects include a ranking step to assess the level of risk associated with each attribute for each home office worker and assign direction values (0 or 1) to attributes based on their impact on security.
1. AI Analysis:
3. Both projects leverage AI analysis to gain insights into security risks and attribute impacts. Aadi project used COCO AI analysis to predict outcomes and identify key data directions, while the described project utilized COCO AI analysis to pinpoint higher security risks and attribute influences.
1. COCO AI Analysis:
4. Conducted a three-step process using COCO Analysis, including:
0. Step 1: Creating an auxiliary table using a Y (0) constant module.
0. Step 2: Obtaining scores and differences of the auxiliary table.
0. Step 3: Leveraging COCO Analysis to predict outcomes and identify key data directions in large datasets, providing insights into which attributes are more important and which test object are at higher risk.
1. Result Interpretation:
5. Analysed the results from COCO AI analysis to predict higher-risk test subjects and attribute impacts, assisting in understanding vulnerabilities and points of improvement in the systems.
(Aadi, 2024) “Figure#0: Various Machine and Human Scores and Attributes, source: Own Presentation……. Figure 1: Various Attributes (OAM) used for the Risk Analysis 
…….. Figure 7 Estimation of the risks (multidimensional optimized aggregation) …...Results
The result of the project was that using the OAM, Data Analysis and COCO analysis, I could predict which users are at a higher risk and vulnerability than others….
This will in turn improve the company's performance, efficiency, reliability and can lead to better compliance and profit margins.”
Question and Answers based on software of Both Automated Solutions 
· Both solutions focus on automation for risk assessment, making the process more efficient.
1. Do both of us  have real data?
· Software is content free. However, the data used in my thesis is kind of real data. Because data are generated using ChatGPT. But Aadi generates the data by excel random number formula.
· In the future, Exact real data can be collected from online platforms or directly from users for better accuracy. But It can be little expensive.
2. Do both of us  have Correlation Matrix?
· Both solutions apply correlation in automation to identify the direction patterns and relationships between attributes.
· However, Excel’s correlation matrix was not used for analysis. Instead, Directions were given on the basis of attributes behaviours such as risk ranking mechanism or direct weight based.
3. Do We have an integrated solution?
Our Automation is combined integration solution But, It can modify and get desire result according to their own project just by changing CSV file 
4. What kind of co-operation is given between us?
· Automation process is similar, but real data sources can be different 
· Correlation is used in automation, but Excel’s correlation matrix was not applied.
· With the Collaboration used in the software, I can identify which remote worker is facing the highest risk in my thesis project analysis. Similarly, Aadi can also see which object or home office setup is at higher risk. Based on this information, they can enhance cybersecurity practices and provide mitigation strategies to reduce the risks.
Which approach is better?
My publication and Aadi's publication: Complementary Strengths for IT Risk Assessment
When it comes to evaluating IT risks in a home-office environment, my project and Aadi's project offer complementary strengths. Let's explore how each approach can be beneficial.
Strengths of My approach
· Efficiency is Key: My project leverages ChatGPT to generate data swiftly, accelerating the risk assessment process compared to traditional methods. Using ChatGPT for data generation can be faster than Aadi's interview-based approach.
· Realistic Scenarios: By utilizing ChatGPT, I can simulate real-world scenarios with greater accuracy than random data, leading to more relevant and actionable insights.
· Streamlined Analysis: My approach focuses on a core set of 12 critical attributes, streamlining the analysis and making it easier to identify and address high-impact risks.
Strengths of Aadi's Approach
· Real-World Focus: Aadi's project directly addresses crucial organizational goals like data protection, compliance, and business continuity.
· Comprehensive Assessment: By analysing 17 attributes, it provides a detailed picture of potential security risks, ensuring you don't miss any vulnerabilities.
· Human Factor Integration: Aadi's project incorporates interviews to capture the human element and behavioural aspects of cybersecurity that AI might miss. This can be crucial for understanding user psychology and potential weaknesses.

[bookmark: _Toc165896464]Conclusion similarity analysis
Both conclusions emphasize the significance of integrating advanced technologies, particularly AI, in addressing complex challenges within their respective domains. However, they differ in their specific focuses and the nuances of their analyses. My conclusion centres on the exploration of cybersecurity risks in Operational Technology (OT) environments, particularly in the context of remote work. It highlights the use of the Object-Attribute-Matrix (OAM) framework and AI-driven analyses to uncover vulnerabilities and provide actionable insights. Additionally, it suggests specific mitigation strategies and emphasizes the importance of a systematic approach to cybersecurity risk assessment in OT settings. On the other hand, the Aadi conclusion emphasizes the broader applicability of AI in problem-solving, using the example of threat analysis. It highlights the synergy between human creativity and AI capabilities, showcasing how AI tools like COCO analysis can enhance efficiency and reliability in resolving real-world problems. While both conclusions advocate for the integration of AI in problem-solving, your conclusion focuses on the specific application within the field of OT cybersecurity, providing detailed insights and recommendations, whereas the first conclusion adopts a more general perspective, showcasing the broader potential of AI in problem-solving contexts.
(Aadi, 2024) “In conclusion, the OAM matrix gives us a great springboard for analysing the threat analysis and use this information for further analysis using AI………. The AI helped me in the next step by analysing points from these architectural structures and gave me real life information and analysis, which could be used to resolve my problem.”
Reference and source
Aadi. (2024, 4 11). home_office_risks. Retrieved from home_office_risks: https://miau.my-x.hu/miau/311/home_office_risks/
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