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Abstract
Cybersecurity has become a key challenge for companies worldwide and while large and medium sized firms have developed and implemented critical capabilities in cybersecurity prevention and protection, smaller companies are often left vulnerable due to various reasons such as lack of funds, shortage of trained cybersecurity professionals and weak, outdated policies.
The thesis will understand various cybersecurity risks from the past, in the present, and possible risks in the future and explore how smaller companies can not only mitigate the challenges of cybersecurity but also create robust policies and critical capabilities to prevent cyberattacks and its related challenges.
Following the thesis, as part of my Bachelor’s project, specializing in cybersecurity, I will propose a risk-parameter matrix and strategies to use AI to create a robust, secure and reliable cybersecurity tool for small companies. The project will also be followed by a software demonstration, using C#, AI tools such as coco-analysis and basic log APIs, to create a working software model for small companies.

Hypothesis
My research begins with the following two hypothesis, which I would attempt to challenge and verify during the course of my theoretical researcher and practical project.
1. Small companies face significant higher risks with cybersecurity than large and medium companies.
2. By using risk-attribute matrixes, companies can better train employees using targeted training strategies.

Methodology
The thesis uses mix methodology approach, where I first use secondary literature from academic sources to establish the grounds of my research and develop a strong methodological and logical framework for the thesis.
While cybersecurity attacks have been associated with the rise of internet and smart computers, all forms of communication have been vulnerable.
The project has three major approach a real life need analysis approach, a technical approach and a software development approach.
For the real life needs analysis, I focused on challenges faced by small companies due to lack of funds, technical challenges, and inability to hire cybersecurity professionals.
For the technical approach, I focused on selecting the appropriate parameters and attributes, which can be used to quantifiably analyse various aspects of cybersecurity and provide a scientific analysis for observations.
The second part of the thesis focus on primary research and project, where using a risk-attribute matrix I identify the key components of cybersecurity and create a working model to identify which attributes affect more, for a particular user and create customized solutions for each worker.
For the software development approach, used the needs and requirements of a small company and the parameters and attributes to develop a scalable software, which could be adapted to personized needs of small companies and provide regular reports to management for assisting in developing well informed cybersecurity policies.

Introduction to Cybersecurity

Cybersecurity has become a major pillar of maintaining, safeguarding, upkeeping, and securing the digital, physical and network infrastructure, which has become a crucial aspect of our lives, society and the economy in the 21st century[footnoteRef:1]. As the world has become ever more interconnected, the role of securing the cyber space has gained importance for business continuity, education, government administration, human interactions etc. [1:  Vieira, 2017
] 

Cybersecurity encompasses a wide range of fields, technologies and practices which include securing the physical infrastructure and digital devices, security the networking tools such as wires, care, optic fibres, Wi-Fi router etc. and securing the software’s and human interactions with the digital machines[footnoteRef:2]. [2:  Cyber Security, n.d.] 

As home offices, e-commerce and digital education has transformed our lives and made the digital world an integral part of our lives, securing the digital world, from malicious actors has become an integral part of cybersecurity and cybersecurity experts, device various defence, offensive and vulnerability testing strategies to mitigate the risks of cyberattacks and prevent cyberattacks from damaging or affecting critical elements of the digital infrastructure[footnoteRef:3]. [3:  Admass et al., 2023] 

The main goal of cybersecurity experts is to reduce risks and protect systems, networks, and data from cyberattacks, unauthorized access, and other security vulnerabilities. Cybersecurity experts achieve this critical goal by implementing and constantly improving security measures, monitoring for threats, responding to incidents, and continuously improving and advancing defences[footnoteRef:4]. [4:  Cybersecurity Careers of the Future, 2018] 


Various types of cyber security threats

As the third and the fourth waves of industrialization brought it a wave of digitalization, it improved human productivity and accelerated societal development through technological innovations. But with this innovation and productivity gain, challenges of cybersecurity also grew.
Among the first documented cyberattack is the Morris Worm attack in 1988, which was a self-replicating worm and spread across the early internet (ARPANET) and affected thousands of computers.[footnoteRef:5] [5:  History of Cyber Attacks From the Morris Worm to Exactis | Mindsight, 2019] 

Since then, as the spread and reach of the cyber domain has grown, cyber-attacks have become more systematic, dangerous, creative and difficult to detect. Cyber security threats can happen at various levels, such as on the hardware level, the software level and the network level.
While over 1000 types of cyber security threats have been detected and documented in the Common Vulnerabilities and Exposures (CVE) database, some of the most common in small companies include, denial of service attacks, phishing, man in the middle attacks, etc.
At the software level, malware threats, which include viruses, trojans, worms, spyware etc. are used to damage or disrupt a software or steal information from the user. Another major attack at the software level includes SQL Injection, where attackers send malicious SQL code to manipulate, delete or copy a database[footnoteRef:6]. [6:  Luknar & Jovanović, 2024] 

Beyond malware threats and SQL Injection, Phishing and social engineering level attacks are carried out which prey on the victim and use their vulnerabilities to get access to their digital infrastructure.
At the hardware level, among various possible threats, hardware trojans are a major threat, where a specific code can alter the working of a chip and give backdoor access to the attacker. Another common hardware level includes supply chain attack, where a component of a digital ecosystem is replaced with compromised hardware components.
At the network level, Denial-of-Service (DoS), Man-in-the-Middle (MitM) Attacks, Packet Sniffing & Eavesdropping and DNS Spoofing & Poisoning are some common cybersecurity attacks.
In Denial-of-Service (DoS), the access to the internet or a particular webpage is controlled or denied by the attacker using physical blocks. In Man-in-the-Middle (MitM) Attacks, the attacker, listens and even alters the communication between two parties. In Packet Sniffing & Eavesdropping, the attacker captures the network traffic and steals information from the information packets[footnoteRef:7]. [7:  Luknar & Jovanović, 2024] 

In DNS Spoofing & Poisoning, the attacker redirects the user requests to malicious and compromised websites, which could steal, alter or delete the user’s data.
Another common network level cyberattack is the Rogue Access Points (Evil Twin Attacks), where the user is tricked to join a rouge Wi-Fi or access point, which steals, alters or deletes the user’s data[footnoteRef:8]. [8:  LPN-0 · Mobile Threat Catalogue, n.d.] 

While large and medium companies have invested large sums on developing proprietary anti-virus software and various other cyber security tools regularly conduct cybersecurity trainings and offer refresher courses to their employees., it is the smaller companies and startups, which face the burden of cybersecurity challenges, without proper infrastructure, software or access to expertise.
According to a study, conducted by the McKinsey Global Institute in 2014, over 50% small and medium sized companies (SMEs) have been victims of cyberattacks in the USA and over 60% went bankrupt because of those cyberattacks[footnoteRef:9]. [9:  McKinsey Global Institute, 2014] 



Theoretical Models for Cyberattacks
Cyberattacks can happen at various level. The physical level, the software level and the network level. To understand and theorizes the levels of Cyber Attacks, various models have been proposed. Among those, the OSI model and the TCP/IP Model are the most popular models used for theoretical analysis[footnoteRef:10].  [10:  Rao & Nayak, 2014] 


OSI model and TCP/IP Model
While various theoretical models have been proposed to better understand and explore the various aspects of cybersecurity, the OSI model and the TCP/IP Model are the most commonly used models. Both the models divide the threats between two layers, namely the network layer and the application layer[footnoteRef:11]. [11:  Rao & Nayak, 2014] 

OSI (Open Systems Interconnection) Model and the TCP/IP (Transmission Control Protocol/Internet Protocol) Model, while both are theoretical concepts, they can help better understand the structure and limitations of the cybersecurity infrastructure.
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OSI Model
The OSI model is divided into 7 layers, namely the Physical layer, the Data Link Layer, the Network Layer, the Transport Layer, the Sessions Layer, the Presentation Layer and the Application Layer[footnoteRef:12]. [12:  An Overview of the OSI Model and Its Security Threats, 2023] 

Layer 1 is the Physical layer, which deals with the physical connections between devices, such as wires, cables etc. The layer ensures the transmission of data through electrical, optical or radio signals.
The cybersecurity risk in this layer is this layer include physical damage, physical unauthorized access such as tapping etc.
Layer 2 is the Data Link Layer, which assists and manages the communication between adjacent network nodes. The layer uses MAC addresses for device identification.
The cybersecurity risk in this layer includes MAC spoofing, where the MAC addresses of the victim is cloned and used and ARP poising, where a malicious ARP package is sent over the Local Area Network (LAN).
Layer 3 is the Network layer, which handles routing and forwarding of data packets between networks. The layer uses IP address for device identification.
The cybersecurity risk in this layer includes IP spoofing, where the IP address of the victim is closed and used, and the Distributed denial-of-service attacks (DDoS attacks), where normal traffic to the internet is disrupted.
Layer 4 is the Transport layer, which ensures reliable data transfer between devices. It uses various protocols such as the TCP, for physical connections and UDP, for wireless connections.
The cybersecurity risk in this layer includes SYN flood attacks, where there is an attempt on denial of service for the user, and session hijacking, where the session is cloned and used to gather information and hijack the communication system.
Layer 5 is the Sessions layer, which manages sessions between applications. Its main function to help is session authentication and session restoration.
The cybersecurity risk in this layer includes session hijacking, where the entire or part of a session is hijacker and replay attacks, where a part of the session is replayed to gather data maliciously.
Layer 6 is the Presentation layer, which is responsible for translating data from binary to low level or even high-level language and encrypting and decrypting data.
The cybersecurity risk in this layer is data corruption or leaks due to weak encryption.
Layer 7 is the Application layer, which provides network service to applications through protocols such as Hypertext Transfer Protocol (HTTP), Secure Hypertext Transfer Protocol, (HTTPs) , File Transfer Protocol  (FTP) and Simple Mail Transfer Protocol  (SMTP).
The cybersecurity risks in this layer includes phishing, SQL Injection, where a malicious code is passed, which can manipulate or destroy a database, malware transfer and DNS spoofing, where the user is directed to fraudulent and malicious websites.

TCP/IP Model
While the OSI model presents a detailed theoretical framework, the TCP/IP model presents a more practical, real-life oriented model[footnoteRef:13]. [13:  Yang, n.d.] 

The TCP/IP Model is divided into 4 layers, namely the Network Interface (Link) Layer, the Internet Layer, the Transport Layer, the Application Layer.
Layer 1 is the Network Interface (Link) Layer, which is equivalent to OSI Model Physical and Data link layers. The layer manages physical transmissions and connections and MAC addresses.
The cybersecurity risk in this layer included, packet sniffing, where the data of a packet is accessed and analysed by unauthorized party and ARP poisoning.
Layer 2 is the Internet Layer, which is equivalent to the Network layer in the OSI model.
The layer uses IP address and routes data packages across the network.
The cybersecurity risks in this layer include IP spoofing and DDoS attacks.
Layer 3 is the Transport Layer, which is equivalent to the Transport layer in the OSI model. The layer uses various protocols such as TCP and UDP to ensure data delivers to the correct device within a network.
The cybersecurity risks in this layer include, Port scanning, which is method to detect which ports in a network are open and could receive or transport data and Denial of service attacks such as SYN flood attacks.
Layer 4 is the Application layer, which merges three layers in the OSI model, namely, the Sessions layer, the Presentation layer and the Application layer.
The cybersecurity risks in this layer include SQL injections, phishing and malware attacks.

Comparing the OSI and TCP/IP Model
While the OSI model provides the more detailed theoretical framework, the TCP/IP model is preferred in real life and has become more popular due to its practical approach but joining the similar layers in the OSI model into single layers, thus reducing the number of layers[footnoteRef:14]. [14:  Rao & Nayak, 2014] 

Besides the OSI and TCP/IP models, various other models have been developed at the academic, scientific or corporate levels, to develop realistic frameworks and address the complexities of network architecture, communication networks, hardware and software.

Other Models
Some popular models besides the OSI and TCP/IP models include, the DoD Model (Department of Defence Model), which is also known as the ARPANET Reference Model. The ARPANET model was developed by the US Department of Defence.  The model focused on encryption and strict security protocols and also included protocols for war and other server conditions[footnoteRef:15]. [15:  ARPANET, 2014] 


Zero Trust Architecture (ZTA)
Another modern model is the Zero Trust Architecture (ZTA). The architecture works on the principles of "Never Trust, Always Verify.". The Zero Trust Architecture assumes that all devices can be a potential attacker, including the ones within a secured network. The model revolves around strict entry principles of verifying a device thoroughly before gaining access to the network and giving least privilege access and divides the network into smaller isolated zones, with strict entry rules and sometimes no entry at all. The also follows continuous monitoring of all the devices witing a network and remove access in real time[footnoteRef:16]. [16:  What Is Zero Trust Architecture?, n.d.] 

Although the model has presented itself as a viable alternative to the TCP/IP and the OSI models, it is very restrictive and costly due to the continuous monitoring and encryption architecture. Using open internet on this architecture would be challenging and bring in integration issues for various users and their devices[footnoteRef:17]. [17:  Sweny, 2024] 


Blue Team and Red Team

In Cybersecurity, the domain expertise is divided into two sections, known as the Blue Team and the Red team. While both the teams, perform a different task, within the large cybersecurity domain, their tasks complement each other for improving the overall cybersecurity infrastructure[footnoteRef:18]. [18:  Murphey, 2024] 

The red team is responsible to stimulate real life attack scenarios and test the security vulnerabilities or an organization. Among various others, their key objective is to identify vulnerabilities, exploit weaknesses, and assess how well the company can withstand attacks.
Various strategies used by the red team include, ethical hacking & penetration testing social engineering like phishing, exploiting software, hardware, and network vulnerabilities and simulating insider threats.
The blue team is responsible for preventing the cyberattacks by creating various preventive and defensive strategies. Among various others, their key objectives include strengthen security, prevent breaches, and responding effectively to threats.
Various methods used by the blue team include, penetration testing, threat monitoring & intrusion detection, incident response & forensic analysis, implementing firewalls, IDS/IPS, and security policies Security awareness training for employees[footnoteRef:19]. [19:  Murphey, 2024] 

Beyond the red and blue teams, there are also purple teams, which include aspects of both red and blue teams and provide a holistic approach towards cybersecurity[footnoteRef:20]. [20:  Murphey, 2024] 

Both Red team and Blue team together are part of a larger group of ethical hackers. Ethical hackers are professional cybersecurity experts, who exploit the weakness of the digital infrastructure to find issues and propose solutions. In the 21st century, the role of ethical hackers has become essential. Companies, government agencies and institutions employ ethical hackers for no only cybersecurity prevention, but also creating a robust, infrastructure and conduct trainings for employees[footnoteRef:21]. [21:  SentinelOne, 2024] 

Various startups and consultancy firms have also created cybersecurity testing, analysis, training policy advice as a product and have become an essential part of not only the tech ecosystem but also the international economy at large[footnoteRef:22]. [22:  Global Cyber Security Network, 2025] 



Cyberattacks on various forms of Technology

While cybersecurity is often associated with modern day computers and digital world, privacy and challenges with information security have been a major concern for every technology throughout the centuries.
In pre-computer era, radio signals and telegraphs were a common form of communication, which were vulnerable to eavesdropping, denial of service and jamming risks. Radio signals and telegraphs could also be intercepted and given unauthorised access to information. In walkie talkies, or two-way radios, vulnerabilities similar to radio signs were present such as eavesdropping, jamming and denial of service. These devices used open analogue frequencies, which also had minimal encryption, making them vulnerable to information leaks and exploitation[footnoteRef:23]. [23:  Heinaaro, 2015] 

In 2G Phones, which are GSM based phones, better encryption was offered, but they were highly vulnerable to IMSI catchers (Stingrays attacks), where the victims calls and SMS could easily be in intercepted, blocked, or eavesdropped. The weak authentication in 2G phones and the SIM cars used also posed the vulnerability of device cloning and spoofing[footnoteRef:24]. [24:  (Security, 2024)] 

In 3G Phones, much stronger encryption techniques were used, but due to design flaws, the devices were highly vulnerable to man in the middle attack and eavesdropping. Security flaws in many 3G phones also allowed unauthorized tracking and spying[footnoteRef:25]. [25:  Security, 2024] 

Beyond the phones, during the dawn of the modern internet, dial-up internet connections, which made up majority of networks across the world between 1990s and early 2000s also faced various cybersecurity risks. Dial-Up Internet Computers didn’t have any firewall by default, which made them highly vulnerable to various cyber-attacks. They were also highly vulnerable to malware, spoofing, tracking and phreaking attacks, which were cyber-attacks over the telephone lines[footnoteRef:26]. [26:  Troy & NATL INST OF STANDARDS & TECH R.I.C., 1986] 

Also, beyond the technical challenges, human centric cyber security challenges such as fake and spam calls, malware updates in the shadow of software updates, social engineering through manipulative calls, messages, advertisements etc. became a common challenge. Furthermore, weak encryption and authentication in Dial-Up Internet Computers led to hacking, data manipulation and spying[footnoteRef:27]. [27:  International Modem Dialing Scams, 2020] 

Modern computers, post the era of Dial-Up Internet Computers, improved significantly in cyber security through enhanced encryption, multi-layer authentication and modern cyber security and preventive software. But despite the constant innovations and upgradations, challenges remained and still remain with modern computers and modern networking solutions[footnoteRef:28]. [28:  Admass et al., 2023] 

Modern computers and networks face cybersecurity risks such as phishing, ransomware, denial of service attacks, cloning of devices etc.
While the advancements in artificial intelligence and machine learning have made defensive software and cyberattack detection faster and more advanced, because of the advancements in AI, with artificial intelligence and machine learning, cyber-attacks have also become highly sophistic and multi layered, which have brough in a new set of challenges for cybersecurity experts. 
Furthermore, modern technologies such as cloud computing and internet of things have brough in a new era of cybersecurity vulnerabilities, which have caused severe challenges to the cybersecurity infrastructure and challenged the core cybersecurity principles and techniques[footnoteRef:29]. [29:  Admass et al., 2023] 


Cybersecurity threats in closed network systems

While Cyber security has traditionally been limited the physical and digital domain of computer connected over open access internet, with new technologies, even closed network have become target of cyber security attacks[footnoteRef:30]. [30:  Makrakis et al., 2021] 

Closed systems, are isolated from external networks such as the internet and external devices and were often considered safer and more secure. There are used in military installations and in critical infrastructure such as nuclear power plants, dams, irrigation networks, electricity generation plans, coal plants etc.
But with the advancements of technologies, closed systems have also become vulnerable to cyber security attacks. Some forms of cybersecurity threats in closed systems include, Insider threats, Supply chain attacks, Electromagnetic (TEMPEST) Attacks, Removable Media Infections, Physical Security Breaches, Social Engineering, Firmware & Hardware Exploits and Maintenance & Update Risks[footnoteRef:31]. [31:  What Is a Supply Chain Attack? | CrowdStrike, n.d.] 

Insider threats happen when negligent or malicious employees, use their position and access to inject malware into the closed system. This malware could edit, delete, copy or manipulate information or commands in the closed system. Edward Snowden’s case is a classic example of Insider threats, where he used his position to leak classified data from closed systems[footnoteRef:32]. [32:  Cisomag, 2020] 

Supply chain attacks happen, when the software or hardware procured already had malware or backdoor access by design. The SolarWinds attack of 2020 in the United States is an example of such cyberattack, where hackers, installed backdoors, into a software update, and gained access to closed systems[footnoteRef:33]. [33:  Kerner, 2023] 

Electromagnetic (TEMPEST) Attacks is a highly sophistic cyber-attack strategy, where valuable data and information can be extracted by analysing the electromagnetic emission from a hardware, even if it’s in a closed system.
In the 1980s, Dutch scientist Wim van Eck demonstrated that by analysis electromagnetic emissions of the computer hardware, even from a distance, actual screen data could be regenerate[footnoteRef:34]d. [34:  Grey Dynamics, 2025] 

Removable Media Infections happen when an infected USB stick or CD is inserted in a closed system[footnoteRef:35]. An example of such type of cyber-attack is when in 2010 in Iran, the nuclear program was affected by the Stuxnet worm, injected through a USB stick[footnoteRef:36]. [35:  USB Attacks: The Threat Putting Critical Infrastructure at Risk, n.d.]  [36:  Kushner, 2024] 


Military Grade cybersecurity
Military grade cybersecurity works on the following principles, it uses quantum encryption for ultra secure communications. The Military grade infrastructure employs a Zero trust architecture (ZTA) which ensures verification and re-verifications at every level. It employs air gapped, closed system networks, to prevent any outside access or communication. It uses AI to predict and test vulnerabilities in the system and gaps in logic. Military level cybercity also involved highly trained cybersecurity experts and well tested and reliable software, hardware and supply chains[footnoteRef:37]. [37:  U.S. Department of Defense, n.d.] 

But despite, the well calibrated strategies of miliary grade cybersecurity, there are always vulnerabilities, which are actively exploited by attackers and often exploited.
The NSA Data Breach (2016) is an example of such an attack, when despite having military grade cybersecurity measures, the attackers could exploit the system and steal information on top-secret cyber weapons. The hackers used various forms of cybersecurity attacks in closed systems and breached NSA’s systems and leaked the details of top-secret cyber weapons[footnoteRef:38]. Till date, the NSA has not been able to understand how and which vulnerabilities the attackers exploited, and an investigation is still ongoing since 2016[footnoteRef:39]. [38:  Schneier, 2016]  [39: (Biggest Data Breaches in US History (Updated 2025) | UpGuard, n.d.] 

Comparative Cybersecurity Laws worldwide
In the United States, various laws such as the Cybersecurity Information Sharing Act (CISA) (2015), focuses on sharing cyber threat information and data between the government and private companies. Health Insurance Portability and Accountability Act (HIPAA) focuses on securing healthcare data and patient’s records. Gramm-Leach-Bliley Act (GLBA) focuses on consumer data held by private companies, Federal Information Security Modernization Act (FISMA), this law deals with the storage and use of data of federal agents and various state level laws, such as the California Consumer Privacy Act (CCPA), which focuses on the data privacy of all residents of California[footnoteRef:40]. [40:  Cybersecurity Laws Every Business in the US Should Know About, 2025] 

Being the centre of global geopolitics and the largest economy of the world, the United States is a major centre of cyber security attacks. Some major cyber security incidents include JPMorgan Chase Data Breach (2014)[footnoteRef:41], Equifax Data Breach (2017)[footnoteRef:42], Colonial Pipeline Ransomware Attack (2021)[footnoteRef:43] and SolarWinds Cyberattack (2020-2021)[footnoteRef:44] . [41:  Rushe, 2017]  [42:  Center, n.d.]  [43:  The Attack on Colonial Pipeline: What We’ve Learned & What We’ve Done Over the Past Two Years | CISA, 2023]  [44:  Kerner, 2023] 

In the European Union, laws such as the General Data Protection Regulation (GDPR) have become the backbone of data privacy for all residents of the European Union. GDPR follows strict data protection with laws on data protection, sharing and consent.
According to the GDPR, organizations must implement security measures from the outset of any system development, ensuring data protection is a built-in feature rather than an afterthought.
A major success of the law is that GDPR needs to be observed even beyond the borders of the European Union. Furthermore, GDPR mandates the reporting on any cyber-attack within 72 hours and has strict noncompliance penalties which range from Up to €20 million or 4% of global annual turnover, whichever is higher[footnoteRef:45]. [45:  Regulation - 2016/679 - EN - Gdpr - EUR-Lex, n.d.] 

Besides the General Data Protection Regulation (GDPR), various national governments have implemented some more laws, such as the Federal Data Protection Act, in German Bundesdatenschutzgesetz (BDSG)[footnoteRef:46] and the  French Data Protection Act (Loi Informatique et Libertés)[footnoteRef:47] go beyond the GDPR with stricter compliance and penalties. [46:  Federal Data Protection Act (BDSG), n.d.]  [47:  La Loi Informatique Et Libertés, n.d.] 

Beyond the GDPR, in the EU, the NIS 2 (Network and Information Security Directive) is a strong unified legal framework which is developed and implemented to uphold cybersecurity in 18 critical sectors across the EU. Sectors such as Energy generation, transmission and distribution, Transportation sector including air, rails, road and waterways, health sector, public administration etc. are covered under the NIS 2 directives[footnoteRef:48]. While GDPR focuses on general data privacy rules, NIS 2 focuses on cybersecurity. [48:  NIS2 Directive: New Rules on Cybersecurity of Network and Information Systems, n.d.] 

Both the laws, are backed with strong enforcement directives and are implemented with strict provisions to protect the citizens, social fabric and the economy within the European Union.
But similiter to the United States, the EU has been a victim of various cyber security attacks. Some major attacks include France TV5Monde Cyberattack (2015) - France[footnoteRef:49], European Medicines Agency (EMA) Cyberattack (2020) - EU[footnoteRef:50] and San Carlo Cyberattack (2023) – Italy[footnoteRef:51]. [49:  Corera, 2016]  [50:  (Cyberattack on EMA - Update 5 | European Medicines Agency (EMA), 2021)]  [51:   La Rocca, 2025] 

Similarly to the EU, in the United Kingdom, UK GDPR is the key law which protects residents of the United Kingdom. The UK adopted GDPR while it was part of the European Union and kept the law post Brexit.
While various aspects of the UK GDPR overlap with EU’s GDPR, the UK version is more localized and newer laws in pipeline such as the Data Protection and Digital Information Bill in the UK could include various new provisions in UK’s cyber security laws.
Similar to the EU GDPR, the scope of the law extends beyond the borders of the United Kingdom for and includes strict financial penalties for noncompliance[footnoteRef:52]. [52:  ICO, n.d.] 

Major cyberattacks in the UK include Tesco Bank Cyberattack (2016)[footnoteRef:53], British Airways Data Breach (2018)[footnoteRef:54] and the UK Electoral Commission Hack (2021-2022, revealed in 2023)[footnoteRef:55]. [53:  Treanor, 2017]  [54:  BBC News, 2020]  [55:  Seddon, 2023] 

In India, Information Technology Act, 2000 (IT Act)[footnoteRef:56] is the backbone of cybersecurity and privacy laws in the country. The law is comprehensive in its approach and reach and involves various aspects of data privacy, cybersecurity prevention and enforcement. Beyond the Information Technology Act, 2000, CERT-In Guidelines (2022)[footnoteRef:57] focus on the active reporting of cyberattacks withing 6 hours and the  Digital Personal Data Protection Act (DPDP Act), 2023 [footnoteRef:58]focuses on personal data protection of all Indian residents. [56:  IT Act 2000, Information Technology Act 2000, Bare Act, Information Technology Law, 2019]  [57:  BreachRx, 2022]  [58:  Data Protection Laws in India - Data Protection Laws of the World, n.d.] 

In India, the major challenge is in implementation of laws. Being a developing nation, India’s law enforcing agencies often struggle to uphold the law due to the large size of the nation and its population and the weakness of its institutional networks including the policing system, the public administration and the justice system[footnoteRef:59]. [59:  Agrawal, 2025] 

Despite the challenges, India has made considerable progress in improving its IT and Digital infrastructure and created a strong network of laws and regulations to secure the digital infrastructure and protect its citizens.
Major cybersecurity attacks in India include UIDAI Aadhaar Data Leak (2018)[footnoteRef:60], Cosmos Bank Cyber Heist (2018)[footnoteRef:61], AIIMS Hospital Delhi Cyberattack (2022)[footnoteRef:62]. [60:  BBC News, 2018]  [61:  Purkayastha, 2020]  [62:  Uberoi, n.d.] 

The cyber security and privacy laws in the United States, European Union, the United Kingdom and India overlap in various cases such as Data encryption and secure access controls, individuals right to digital privacy, incident reporting guidelines for private and public companies, employee trainings etc.
The difference between the laws includes that while European Union’s GDPR is has extra territory implications, Indian law is limited to Indian territory and cannot be applied abroad.

Future, Quantum-based cybersecurity
As cybersecurity attacks are getting more complex, advanced, and sophisticated due to the advancements in AI and various other technologies, various governments, institutions and private firms are working on finding solutions to deter cybersecurity attacks in a world of advance AI.
Various theories and technologies are being researched and studied and quantum-based cybersecurity is becoming a viable option for future cybersecurity growth and advancements. While AI based cybersecurity has shown great potential, in creating next generation cybersecurity tools, quantum computing might also present a new era, in the cybersecurity[footnoteRef:63]. [63:  Edwards, 2025] 

Quantum computers, work in a unique way from computers used till date and instead of binary bits, where either a function is 0 or 1, quantum qubits, can be either 0 or 1 or both 0 and 1 at the same time. The layer of complexity makes quantum based technology ideal for encryption methods and various researchers are trying to use quantum based encryption methods, to not only enhance cypher security infrastructures, but also create a layer of complex systems of quantum encryptions, which could make critical networking, such as in military highly secure.
Another reason for further research in quantum-based encryption is to prevent attackers from using quantum-based technologies, to crack and decrypt encryption codes in highly vulnerable industries. 
Encryption methods, such as the RSA (Rivest-Shamir-Adleman) and ECC (Elliptic Curve Cryptography) are used in banking and military operations and it is practically impossible for a regular computer or even a supercomputer to break these encryption methods, with the technology available today[footnoteRef:64]. [64:  Edwards, 2025] 

With the help of quantum-based decryption technology, it has been proven that even the most relatively secure encryption methods are highly vulnerable. Hence, the quantum research has moved ahead with Post-Quantum Cryptography (PQC). Post-Quantum Cryptography (PQC) is the method of developing encryptions, which can restrict and withstand quantum-based decryption.
A relatively successful application of quantum computing is the Quantum Key Distribution (QKD). In Quantum Key Distribution, quantum mechanics is used to enable ultra secure encryption and communication.
The United States is actively adapting quantum-based technology in their cybersecurity infrastructure and have created protocols, and procedures for quantum-based research, planning, execution and implementation[footnoteRef:65]. [65:  National Quantum Initiative, n.d.] 

While quantum-based computing and its cyber security applications are showing some successes in their applications for the future, the long term, and industry wide application is still challenged due to the high cost, challenges with scalability of creating and doing quantum research and the barrier to our knowledge about quantum physics and its limitations[footnoteRef:66]. [66:  Edwards, 2025] 

Various new areas of research are also being explored, newer areas, focused on more niche market are also being explored and developed. Some of the areas include Deepfake and Digital Identity Security, Bio-Cybersecurity & Neurosecretion, Space Cybersecurity.
To conclude, as hackers and attackers are getting more sophisticated, better equipped and technological advanced, newer technologies are paving the way for smarter, better, and more secure cybersecurity methods to protect against any unauthorized intrusion at the software, hardware or the network level.
Cybersecurity in Workspace
Cybersecurity in the workplace is the practice of security the entire digital infrastructure of the company, the data of its business, employees etc. and or security the physical, networking and software infrastructure from cyber threats.
While various companies have used various strategies to implement cybersecurity in workplace environments, some common practices include, Network Security using Firewalls, Intrusion detection systems (IDS) and Virtual Private Network (VPN), Data Protection & Encryption and backup strategies, Access Control & Authentication such as Multi-factor authentication (MFA), Incident Response & Monitoring, Cloud security, Database security, Government policy and best practices management and trainings.
These strategies can help an organization mitigate the challenges of cybersecurity and avoid major cyber incidents.
Among all the common measures adopted by various companies, it is reported that a majority of cybersecurity incidents occur due to human error, which brings to light the role of trainings and cybersecurity awareness programs in the overall cybersecurity planning. While various methods used by the blue teams and red teams might offset the flaws in the digital infrastructure, human error remains the key cause of cyberattacks. Therefore, the role of cybersecurity trainings in workplace is essential[footnoteRef:67]. [67:  Workspace Security: Challenges, Threats, and Security Solutions, 2024] 

According to a research, published by the IBM's Cyber Security Intelligence Index in 2014, more than 95% percent of cyber security incidents occurred due to human error. Most of those incidents were preventable and could be avoided with proper trainings[footnoteRef:68]. [68:  The Importance of Mitigating Human Error in Cybersecurity, 2022] 

Large companies in all major sectors have created proprietary software and training material for their employees to training on, which help mitigate the human error and prevent cybersecurity risks. These trainings are also regularly conduct and updated by professionals.
Smaller companies, on the other hand, due to limited funds are unable to hire and consult blue and red teams to detect cybersecurity vulnerabilities and fail to conduct regularly updated cybersecurity trainings for their employees, due to a which, they remain highly vulnerable to cybersecurity attacks.
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In the 21st century, as societies have evolved and adapted to the digital age, the role of cybersecurity professionals has increased over time and become critical.
While malicious groups and hackers are finding newer ways to exploit vulnerabilities in the systems, cybersecurity professionals are developing new systems, protocols and technologies to prevent and mitigate cybersecurity risks.
With the help of various theoretical models, such as OSI model and the TCP/IP model, hiring cybersecurity professionals and conducting trainings for employees, companies across the world are trying to de-risk their cybersecurity risk exposure.
For larger companies and government institutions, cybersecurity risks are professionally managed due to the availability of funds, technical expertise, manpower and the possibility to invest and create proprietary and custom-built technology for individual needs
But the smaller companies, due to lack of funds and expertise often face the burden and remain highly vulnerable to cybersecurity risks.
In second part of my Thesis, I explore a the theoretical and practical for a project, which is designed for small companies with limited resources and cybersecurity expertise. The project uses various attributes and datapoints and using AI and data analytics to provide guidance and suggestions for managers to prevent and mitigate cybersecurity risks.
For larger companies and government institutions, the tasks are mitigated due to the availability of funds, technical expertise, manpower and the possibility to invest and create proprietary and custom-built technology for individual needs.
For my hypothesis, using literature review from scientific and academic sources, I can conclude that small companies face significant higher risks with cybersecurity than large and medium companies.
The second hypothesis is studied in part two of my thesis, by using risk-attribute matrixes, I study if companies can better train employees using targeted training strategies.
That is the motivation for my project for the BPROF thesis, where I create a software, which can assist small companies, in being cybersecurity ready and assist them to take preventive and corrective steps in time, to prevent a major cyber security challenge.
Following the part 2, in part 3 of the thesis, I present a working model for the project, which uses all the theoretical knowledge and base from Part 1 the parameters and technical analysis from Part 2 of the thesis.
In conclusion, "The best defence is a good offense" in cybersecurity planning and execution strategy and companies, government organizations, institutions and individuals must be well prepared for all outcomes in cybersecurity.
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