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Part 2: Cybersecurity Project for Small Companies

Continuation from Part 1
After building the theoretical background and literature review in Part 1, Part 2 focuses on a real-life project, which can help mitigate cybersecurity risks in small companies and provide a more robust and sustainable operating environment and cybersecurity infrastructure.
Need Analysis
Cybersecurity is a key challenge faced by companies, governments organizations and institutions across the world and has become a key consideration in a company’s security calculations to not only prevent cybersecurity attacks but also preserve market reputation and maintain business continuity.
While large companies and government organizations are often protected against cybersecurity risks due to high end, often proprietary cybersecurity tools, smaller companies are often more vulnerable to cybersecurity risks. With small companies, the issue is further exacerbated due to various other factors such as lack of funds to develop cutting edge proprietary software, shortage of skills cybersecurity professionals who could dedicate work on security company networks and hardware assets, data scientists and the lack of trainings.
As more and more companies are opting for remote or hybrid work opportunities, workers are enjoying the possibility to work from home or anywhere, which gives them more freedom and a better work-life balance. But this luxury comes at a cost and risk of increased vulnerabilities to cyber-attacks and other challenges.
While people are aware of the cyber security risks, a majority of cyber security attacks happen due to human failure. Therefore, the project focuses on smaller companies, seeking to advance their cybersecurity preparedness and provide a sustainable and scalable tool to early detect cybersecurity vulnerabilities and using targeted trainings and mitigation strategies, close the loopholes and gaps in their cybersecurity infrastructure.
The project is made with four main assumptions, which are often the four main challenges faced by small client companies, first the client companies have limited funds to procure, deploy and sustain expensive software and hardware, second, the client companies lack the technical skills to keep the application running, third the client companies lack IT or cyber security professionals as full time employees, and fourth, the client companies have limited knowledge about potential cyber security risks.

Step 1[footnoteRef:1] [1:  Rajesh: et al., 2024] 

To mitigate these four challenges, I first created a set of major attributes which affect cybersecurity. Following that, I divided the set into human vs machine scores, which helps in assessing if there is a human error involved or a technical flaw in the architecture. 

	Type 
	Attributes 

	Machine Scores 
	Public vs Private Wi-Fi 

	Machine Scores 
	Devices in the LAN 

	Machine Scores 
	Quality of hardware 

	Machine Scores 
	Number of Firewalls 

	Machine Scores 
	Settings on Firewall 

	Machine Scores 
	VPN 

	Machine Scores 
	Antivirus Results 

	Machine Scores 
	Software Updates 

	Machine Scores 
	Intrusion Detection System (IDS) Alerts 

	Machine Scores 
	Network Traffic Analysis 

	Human Scores 
	Using unauthorized websites 

	Human Scores 
	Compliance with accounts 

	Human Scores 
	Stress 

	Human Scores 
	Phishing Email Testing 

	Human Scores 
	Trainings score 

	Human Scores 
	Questionnaire 

	Human Scores 
	Authorized Software 


Source: Rajesh: et al., 2024: 5th International Congress on Scientific Research April 21-22, 2024, Türkiye by IKSAD Institute

	Attribute ID
	Name
	Function

	A1
	Layers of the Firewall 
	· More layers improve security by filtering threats at multiple points.
· Prevents unauthorized access and network intrusions.
· Helps in detecting and blocking malicious traffic.

	A2
	No. of Devices connected to the Wi-Fi network. 
	· More devices increase potential attack surfaces.
· Infected devices can spread malware across the network.
· Unauthorized devices may indicate a security breach.

	A3
	How many times is the Wi-Fi password changed in a month.
	· Frequent changes reduce the risk of password leaks.
· Prevents unauthorized access from old devices.
· Helps in mitigating brute-force attacks.

	A4
	Length of Wi-Fi encryption Key 
	· Longer keys make it harder to crack encryption.
· Ensures strong protection against eavesdropping.
· Reduces the chances of unauthorized decryption.

	A5
	Year of the Router. 
	· Older routers may have unpatched vulnerabilities.
· Newer models have better security features.
· Ensures compatibility with the latest security standards.

	A6
	Year of the User Device. 
	· Older devices may not support the latest security updates.
· Increased risk of software and hardware vulnerabilities.
· Lack of support for modern encryption protocols.

	A7
	Number of Days since the last Software Update.
	· Outdated software contains known security vulnerabilities.
· Updates patch critical security flaws.
· Reduces the risk of malware exploiting old software.

	A8
	How many Threats Detected by the Antivirus software in the last month. 
	· Indicates the level of exposure to cyber threats.
· Helps in assessing the effectiveness of security measures.
· High threat detection may signal a compromised system.

	A9
	How many Threats Detected by the Antivirus software in the last month. 
	· Monitors network traffic for suspicious activity.
· Helps in detecting cyberattacks before they escalate.
· Can prevent unauthorized access attempts.

	A11
	Intrusion Detection System. 
	· Monitor network traffic for suspicious activity.
· Helps in detecting cyberattacks before they escalate.
· Can prevent unauthorized access attempts.

	A11
	Total Amount of downloaded Data in Last week 
	· Large downloads may indicate data exfiltration.
· Helps in identifying unusual network activity.
· Can indicate unauthorized software downloads.

	A12
	Total Number of Files Downloaded in Last Week 
	· A high number of downloads may include malicious files.
· Helps in tracking unauthorized data transfers.
· Can indicate potential insider threats.

	A13
	Percent of total Logins hours when VPN was used 
	· VPN encrypts traffic, ensuring secure remote access.
· Reduces the risk of data interception on public networks.
· Helps in maintaining privacy and security.

	A14
	How many times user visited Blacklisted websites by company Last week 
	· Accessing blacklisted sites can introduce malware.
· Can indicate policy violations or insider threats.
· Helps in enforcing company cybersecurity policies.

	A15
	How many times Personal Accounts were used to Login in the last week 
	· Personal accounts may lack corporate security controls.
· Increases the risk of credential leaks.
· Can lead to data breaches if mixed with work credentials.

	A16
	How many days beyond 12 hours per day were worked in the last week 
	· Fatigue leads to human errors and security lapses.
· Increases risk of phishing and social engineering attacks.
· Can result in improper handling of sensitive data.

	A17
	How many times the user downloaded company Unauthorized Software
	· Unauthorized software can contain malware.
· Can lead to compliance and licensing issues.
· Increases the risk of security vulnerabilities.



Step 2
Following this initial analysis, a more complex analysis is done. Here, we further add directions to the attributes. The directions mean that if improving the attributes affects the cybersecurity positively or negatively. For example: It is generally agreed that by updating software in time, the network becomes more secure. This means that timely software updates have a positive effect on the cybersecurity, hence the direction of the attribute is 1.
On the other hand, increasing visiting blocked websites or working more hours, which causes stress can increase risks, hence the direction of the attribute is 0.
But some attributes might be like the Schrödinger cat or an electron with dual personalities. For example, firewall threat detection: If a firewall is showing us a lot of threats, that could mean both things, either our network is very unsafe, or the firewall works too well, or both. On the other hand, if the firewall detects too less or 0 cases, either our network is military grade secure, or our firewall doesn't work at all, or both. 
Similar dilemmas could be in intrusion detection systems, malware analysis or antivirus analysis. In these cases, we could set some generic rules, to create a balance of power and make some checks and balances. We could use the classic If-Else. If pyramid. For example: if firewall detects less threats, and the intrusion system detects less threats and antivirus analysis detects less threats then we can use this case as true. But, if either of the cases is not true, we can assume false. We could also add to the if-else clause more predictable measures such as percentage of time VPN was used etc. 
Going ahead with the attribute selection and their direction, I populated the matrix (see Figure 1) with possible real-life values for various attributes and test subjects.

Step 3: Data collection
All the data used in the risk-attribute matrix is randomised and anonymized real-life data, which can be used to simulate a real-life test case. The data was collected based on inputs from my classmates at the university and colleagues at my office.

Step 4: Coco analysis[footnoteRef:2] [2:  Pitlik, 2010] 

Component-based Object Comparison for Objectivity (COCO) is a data analysis technique, which uses a unique approach in establishing a relationship between an independent variable (X) and a dependent variable (Y).
In coco analysis, the staircase function is used, which assigns and allows variable wight to different variable, in contrast to traditional regression analysis, which gives equal weight to each variable.
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AI-generated content may be incorrect.]Figure 1: Various Attributes (OAM) used for the Risk Analysis (source: own presentation)[footnoteRef:3]  [3:  Rajesh: et al., 2024] 
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AI-generated content may be incorrect.]Figure 2: Ranking Based on Excel Solver Module (source: own presentation)[footnoteRef:4]  [4:  Rajesh: et al., 2024] 
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AI-generated content may be incorrect.]Figure 3: Excel Solver[footnoteRef:5]  [5:  Rajesh: et al., 2024] 
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AI-generated content may be incorrect.]Figure 4: Coco Analysis[footnoteRef:6] (online)[footnoteRef:7]  [6:  Pitlik, 2010]  [7:  Rajesh: et al., 2024] 


[image: A close-up of a computer screen

AI-generated content may be incorrect.] Figure 5: Score Calculation Chart (based on two parallel calculation processes)[footnoteRef:8]  [8:  Rajesh: et al., 2024] 
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AI-generated content may be incorrect.] Figure 7 Estimation of the risks (multidimensional optimized aggregation)[footnoteRef:10]   [10:  Rajesh: et al., 2024] 

 
Results
The results of the risk-attribute matrix can be used for two observations. The first being the risk scores of various employees and the second being the relative importance of some attributes over others.
For the first observation, by analysing the results of the risk-attribute matrix, cyber risk scores were calculated for each employee based on the data from various attributes. Employees which have a higher risk score are at a higher risk and vulnerability for cybersecurity threat and employees with a lower risk score are at a relatively lower risk and vulnerability for cybersecurity threats.
This information can be key knowledge score for managers to use targeted methods of training, software and hardware upgradation and cyber risk management to reduce the overall cyber security risks for the company. This can help save costs, protect business interests and reputation and avoid any unauthorized access, manipulation and loss of data.
For smaller companies, which have budget issues and lack of technical expertise, the results of this risk-attribute matrix can be highly relevant as they can dedicate their limited resources towards finding solutions, instead of organizing general trainings, or upgrading the entire hardware, software and network infrastructure.
For the second observation, various attributes have a different impact with varying degrees on the cybersecurity risk of them employees. By using coco-analysis, it could be determined that some attributes have a stronger influence on the cyber-risk scores of the employees and some attributes have limited influence on the cyber-risk scores.
By studying the relationship between relatively more important and relatively less important attributes, the project and the software can be customized according to client needs and budget. Based on the clients, needs, infrastructure and software availability, budgets, technical expertise and requirements, a tailor-made solution can be offered, which would make this product, adaptable, flexible and fit for the requirements of various kinds of business.
For example, the requirement of a small law firm, would include more focus on data access and privacy, due to attorney-client privilege laws and requirements, while a small marketing firm, focused on digital marketing, branding and advertising services would need to secure its physical infrastructure and networking infrastructure to ensure it can continuous and round-the-clock provide its digital marketing services.
Therefore, considering the two major observations from the risk-attribute matrix, the project can be used as a project for real life corporate, industrial and business needs[footnoteRef:11]. [11:  For further steps and analysis on how the, please refer to Annex 1, 5th International Congress on Scientific Research April 21-22, 2024, Türkiye by IKSAD Institute Risk-evaluation possibilities concerning IT-activities in home-office Presenter: Aadi Rajesh: Kodolányi János University Supervisors: László Pitlik (Jr.) & Dr. László Pitlik
] 

 
Practical Use
Using this software, small companies can gain the following benefits.

1. They can find the weak points in their cyber security infrastructure and dedicate resources in improving the weaknesses for an overall stronger architecture.
2. The companies can use targeted trainings for employees who are at a higher risk of cyberattacks and using this approach, the companies can safe costs and improve the overall efficiency of their digital services.
3. Companies can add or delete attributes based on their needs, making the software a highly customizable
4. The data from the software is based on real time information and provides constant feedback to managers and employees.
5. The companies don’t need to invest their limited resources in hiring specialized consultants full time, with this software, the company leadership can hire cybersecurity consultants and training for targeting seminars, which will reduce costs and save company’s reputation and market.
6. The software is open source and the source code is shared with the companies, and they can customize it and scale it as per requirements.
7. For any company, financial interests are the key driving factor and with this software, the companies. By mitigating possible cyber security challenges, a company can save cost, protect reputation, provide continuous delivery of goods and services and save it self from the psychological challenges faced by victims of cyber security attacks.

Challenges and Future areas of improvements
The primary challenge on the software is data collection and the regulations governing data collection such as GDPR. 
In case a company decides to use this software, they will need to strictly monitor compliance with data safety and security and also constant inform the employees about their digital rights and responsibilities.
In terms of the future areas of improvement, the software in its current form provides real time information about cybersecurity vulnerabilities for small companies but has the potential to further improve.
The future improvements can be done on 3 levels, client feedback level, market need levels and changes in cybersecurity threats and vulnerability.

At the client feedback level, after gaining valuable user inputs from their experiences, the software can be fine tuned to improve functionality and accessibility.
At the market needs level, as the software will enter newer markets, we can study the specific opportunities, risks and challenges a new market presents and improve our product to match market needs.

At the changes in cybersecurity level, as hackers are getting more proficient and cyberattacks are become more sophisticated due to AI and various other technological advancements, the software can use big data analysis, stronger cryptography tools and AI to improve security[footnoteRef:12].  Furthermore, the risk-attribute matrix, can be upgraded to a working software model, which can automatically gather information without manual data entry. [12:  Rikk et al., 2023] 

In Part 3 of my Thesis, I will present a working software model using the risk-attribute matrix proposed in Part 2.
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